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Joint Optimization of Trajectory and Jamming Power
for Multiple UAV-Aided Proactive Eavesdropping

Delin Guo"”, Lan Tang

Abstract—This paper studies a novel wireless information
surveillance scenario, where the legitimate party aims to eaves-
drop on multiple suspicious communication links with the help of
multiple unmanned aerial vehicles (UAVs). Each suspicious link
is comprised of a UAV (transmitter) and its fixed destination. To
improve the eavesdropping ability, cooperative legitimate UAVs
emit jamming signals to reduce the capacities of suspicious chan-
nels and plan the flight trajectory to enhance the capacity of the
eavesdropping channels. Considering the system dynamics, it is
natural to model this sequential decision-making problem as a
Markov Decision Process (MDP), which might be solved by rein-
forcement learning (RL). However, it is difficult to design a policy
in RL that determines jamming powers satisfying the considered
eavesdropping constraints. Therefore, we decompose the optimiza-
tion process into two phases, 1) obtaining the non-learning-based
optimal solver for jamming power allocation under each state, and
2) optimizing the policy of moving action by RL. We will show
this decoupled optimization process also holds the optimality. Con-
sidering the flying safety, we will determine the individual moving
policy for each legitimate UAV rather than a centralized policy that
controls all UAVs. Finally, extensive simulations are conducted to
demonstrate the effectiveness of the proposed solution.

Index Terms—Proactive eavesdropping, trajectory planning,
power allocation, reinforcement learning (RL), unmanned aerial
vehicles (UAVSs).

I. INTRODUCTION

A. Backgrounds

IRELESS communication has been providing an effi-
Wcient and convenient way for connecting people and
devices and therefore playing an important role in our social life.
However, the wireless communication also could be utilized by
malicious users to facilitate their illegal activities. Especially
in recent years, with the advancement of infrastructure-free
communications, suspicious information may not go through
any core infrastructure, such that it is hard to be monitored by
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conventional infrastructure-based surveillance methods [1]. To
improve the public safety, some authorized parties (e.g., gov-
ernment agencies) have strong need to monitor the suspicious
communication links, e.g., the National Security Agency (NSA)
of the United States has launched the Terrorist Surveillance Pro-
gram to legitimately monitor wireless devices (https://nsa.govl.
info/surveillance/). Therefore, the legitimate eavesdropping [2]
on the physical layer has attracted widespread attention in recent
years.

In wireless surveillance, a straightforward way is passive
eavesdropping, which deploys a silent eavesdropper to only
listen to the suspicious wireless link and then decode the re-
ceived messages.! However, this simple method is competent
only when the eavesdropping channel (i.e., the channel from
the suspicious source to the eavesdropper) is better than the
suspicious channel (i.e., the channel from the suspicious source
to its destination) so that the information sent by the suspicious
source can be reliably decoded. Yet this condition does not
hold in many practical scenarios, such as the cases where the
eavesdropper is deployed far away from the suspicious link,
and/or the suspicious transmit beam is narrowed due to the
application of high-frequency bands and massive multiple-input
multiple-output (MIMO). Therefore, to improve eavesdropping
efficiency, proactive eavesdropping has started to attract a lot
of research interest in recent years [2]. A popular method is
proactive eavesdropping via cognitive jamming, which was first
studied in [1] and [3], where a full-duplex (FD) eavesdropper
was deployed to degrade the channel capacity of suspicious
links by transmitting jamming signals, and thus eavesdropping
efficiency could be improved. After these two pioneer works, a
series of jamming-assisted eavesdropping schemes were studied
(e.g.,[4],[5],[6], [7], [8], [9]). Another proactive eavesdropping
approach is to apply spoofing relay [10]. [11] utilized an FD
monitor with simultaneous eavesdropping and spoofing relaying
to vary the source transmission rate in favor of the eavesdrop-
ping performance. [12] maximized the eavesdropping rate by
coordinating multiple spoofing relays, the central monitor, and a
jammer. [13] enhanced the eavesdropping capability by deploy-
ing a spoofing relay to realize the beam misleading in a multi-
input multi-output orthogonal frequency division multiplexing
(MIMO-OFDM) system. Besides, a pilot-contamination-based

! As for how to discriminate the legitimate and suspicious users, there are
some possible methods introduced in [2], such as Sensitive Contents Identifi-
cation, User Mobility Profiling, and Social Network Map Analysis. Besides,
some means of criminal investigation can also be applied, which is typically
implemented intelligence departments.
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scheme was proposed by [14], which contaminated the pilot sig-
nals during the channel estimation phase to mislead the channel
estimation of the suspicious link, and thus the capacity of the
suspicious channel was reduced due to the incorrect channel
information so as to enhance the eavesdropping efficiency.

The legitimate eavesdropping problems considered above
assumed locations of nodes, including monitor, relay, and sus-
picious source/destination, were fixed. Recently, unmanned
aerial vehicles (UAV)-enabled communication systems have
been receiving widespread research interests from industry and
academia [15], [16], [17]. In legitimate eavesdropping, the
UAV-enabled eavesdropper also has been considered to be a
powerful tool to enhance eavesdropping efficiency since it can
dynamically move to better positions for eavesdropping, e.g.,
flying closer to the suspicious transmitter. [18] and [19] navi-
gated a UAV team to cooperatively eavesdrop on the suspicious
ground (moving or stationary) nodes, where the trajectories of
UAVs were designed to maximize the disguising performance?
while guarantee the wireless eavesdropping requirements and
avoid UAV collisions. [20] designed the receiving beamformers
and the trajectory of the UAV eavesdropper to maximize the
eavesdropping rate ina MIMO-OFDM system. [21] investigated
an eavesdropping and anti-eavesdropping game between a silent
UAV eavesdropper and a UAV base station, where the existence
and solution of the Nash equilibrium of this game were given.

The UAV-enabled eavesdroppers considered in [18], [19],
[20], [21] were silent, i.e., they can not emit any signals to help
the eavesdropping. To achieve more efficient eavesdropping,
many works applied FD UAVs that can simultaneously send
jamming signals and receive suspicious information. In [22],
a legitimate FD UAV monitored a suspicious link comprised
of a suspicious UAV transmitter and a UAV receiver, where
the eavesdropping rate was maximized by jointly optimizing
the jamming power and trajectory of the legitimate UAV. [23]
investigated a similar system model to [22], while the legitimate
UAV eavesdropper patrolled in the predetermined trajectory
so only the jamming power allocation was considered. [24]
and [25] studied an eavesdropping-aided UAV tracking problem,
where a legitimate UAV tracked a suspicious UAV pair for
preventing potential crimes. The jamming-assisted proactive
eavesdropping was utilized to obtain some useful information
and then the tracking accuracy was improved by leveraging the
eavesdropped information (such as angle-of-arrival and received
signal strength). In [26], a silent eavesdropper monitored multi-
ple ground suspicious links with the help of jamming signals sent
by a mobile UAV, where the jamming power and position of the
UAV were optimized. [27] optimized the jamming power over
multiple frequency bands and position of the legitimate UAV to
maximize the eavesdropping probability in a system with multi-
ple suspicious sources and a suspicious destination. [28] applied
a legitimate UAV eavesdropper with solar energy harvesting to
monitor ground nodes, where the trajectory and jamming power
were jointly designed to minimize the energy consumption while
satisfying the eavesdropping performance.

2 A metric proposed in [18] to measure the extent to which eavesdropping
UAVs were visually noticed by suspicious nodes
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B. Motivations and Contributions

As presented above, the UAV-enabled eavesdroppers have
been recognized as a promising tool in legitimate eavesdropping
were extensively studied [18], [19], [20], [21], [22], [23], [24],
[25], [26], [27], [28]. However, most of the existing works have
some limitations. For example, [18], [19], [20], [21] only con-
sidered silent UAV eavesdroppers without jamming assistance.
While in such cases, the eavesdropping UAV is very likely to
improve the eavesdropping performance by moving close to
the suspicious source or destination, which may enhance the
probability of the eavesdropping intention being detected by the
malicious users. [20], [21], [22], [23], [24], [25], [26], [27], [28]
only adopted one legitimate UAV, which would be incompetent
in eavesdropping on multiple suspicious links. Besides, except
for [19] and [21], other works assumed that the suspicious source
and destination were in fixed locations (or at least the distance
between the suspicious source and destination was fixed, i.e.,
relatively stationary). Since UAVs have been extensively ap-
plied as mobile air base stations to provide services for ground
users [15], [16], [17], it is also possible that UAVs are used
by malicious users to send suspicious information. Therefore,
it is necessary and meaningful to investigate how to monitor
moving UAV suspicious links by utilizing UAVs as legitimate
eavesdroppers.

In this paper, we also focus on the UAV-enabled eavesdrop-
ping system. Based on the discussions above, it is necessary to
consider a more general and scalable scenario that can overcome
most of the above limitations. To this end, we consider a wireless
information surveillance scenario in presence of multiple legit-
imate UAVs and multiple suspicious links, where the legitimate
party aims to eavesdrop on the information of multiple suspi-
cious links with the help of these legitimate FD UAVs, which can
simultaneously act as silent eavesdroppers and send jamming
signals. On the other hand, each suspicious link is comprised of a
mobile UAV (acts as the source/transmitter) and the correspond-
ing stationary ground destination. The suspicious UAV moves
around a certain area and sends the suspicious information to its
destination, e.g., illegal real-time video signals. We will jointly
optimize the jamming powers and trajectories of the cooperative
legitimate UAVs to improve the eavesdropping performance.
The main contributions of this paper are summarized as follows:

e First, we study a novel wireless information monitor-

ing scenario with multiple legitimate UAVs versus mul-
tiple suspicious UAV-Destination pairs. We improve the
eavesdropping performance by jointly optimizing the jam-
ming power and trajectory of the cooperative legitimate
UAV team. To the best of our knowledge, this jamming-
assisted multiple UAV eavesdropping against multiple
UAV-enabled suspicious links is first studied in this paper.
¢ Second, considering the unpredictable moving direction of
suspicious UAVs, stochastic channel state, and the effects
of the moving action on the next system state, we model this
sequential decision-making problem in the dynamic sys-
tem as a Markov decision process (MDP) problem, which
might be solved by reinforcement learning (RL) [29].
Due to the difficulty of determining jamming power
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satisfying the considered eavesdropping constraints in RL-
based policy, we proposed to decompose the optimization
process into two phases, 1) obtaining the non-learning-
based optimal solver for jamming power under each system
state, and then 2) optimizing the policy of moving action by
RL. The optimality of this decoupled optimization process
is proved.

e Third, to enhance the performance of the proposed method
and the control safety, we separately determine an individ-
ual policy for each legitimate UAV. The reasons for ap-
plying decentralized control are as follows: 1) In practical
implementations, training a policy with large action space
is more difficult than training several distributed policies
with small action space [30]. 2) If legitimate UAVs are
controlled by a centralized policy, once a legitimate UAV
can not receive control signals due to the signal being
blocked or suffering jamming from malicious attackers,
then it may fall from the sky.

® Finally, comprehensive numerical results are provided to
verify the effectiveness of the proposed solution. Itis shown
that with the help of jamming signals, we can effectively
guarantee the eavesdropping rate and eavesdropping suc-
cess rate on multiple suspicious links by only deploying
fewer eavesdropping UAVs.

C. Related Works and Differences

Due to the strong need for some authorized institutions in
protecting public security, legitimate interception in the physical
layer has attracted more and more attention [2]. To further
improve the eavesdropping efficiency, many proactive eaves-
dropping approaches were proposed, by utilizing cognitive jam-
ming [11, [3], [4], [5, [6], [7], [8], [9], spoofing relaying [11],
[12], [13], [31], [32], and pilot contamination [14], [33], [34].
The above works were studied by assuming that all nodes
are fixed in certain positions. While recently, due to the ad-
ditional degree of freedom brought by the flexible deployment
of UAVs, UAV-enabled communication systems were regarded
as a prospective way to boost communication performance, and
thus an increasing number of UAVs were deployed to provide
communication services [15], [16], [17], [35], [36], [37]. Also,
since UAVs can dynamically move to some better positions
to wiretap, the UAV eavesdropper has been recognized as a
powerful tool in eavesdropping, which has been extensively
studied in [18], [19], [20], [21], [22], [23], [24], [25], [26], [27],
[28].

As we presented in Section I-B, we consider a system that
adopts multiple UAV eavesdroppers to eavesdrop on multiple
suspicious links, each of which is comprised of a suspicious
UAV source/transmitter and its corresponding fixed destina-
tion. The most similar works to ours were given in [18], [19]
and [26]. Both [18] and [19] considered using multiple UAVs to
eavesdrop on multiple suspicious targets, but the adopted UAV
eavesdroppers were passive so only the UAV trajectories needed
to be optimized, which is different from ours. Besides, the main
objectives of the two works were to optimize the disguising
performance, while the eavesdropping performance was only
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taken as a constraint. In [26], the eavesdropping on multiple
suspicious links was implemented with the cooperation of a
fixed silent eavesdropper and a mobile jamming-assisted UAV.
The jamming power and position of the mobile UAV were jointly
optimized to help the silent eavesdropper. The main differences
from our work are that they only deployed one legitimate UAV
for eavesdropping and all the suspicious nodes were in fixed
locations. To be more intuitive, we have further listed the dif-
ferences between our work and some relevant literature about
UAV-enabled eavesdropping in Table L.

The remainder of this paper is organized as follows. We first
give some necessary backgrounds of RL in Section II. The sys-
tem model is elaborated in Section III. The problem interests are
formulated in Section IV. In Section V, we present the proposed
jamming power allocation and trajectory planning algorithm.
Numerical results are conducted in Section VI. Finally, we
conclude this work in Section VIIL.

II. PRELIMINARY

Before we give the system model, we first introduce some
preliminaries of RL. RL [29] studies the sequential decision
making problem of an agent in a stochastic (not always) environ-
ment, which is typically modeled as a Markov decision process
(MDP). A MDP can be defined by a tuple < S, A, p,r >. At
eachtimestep ¢, s; € S describes the global state of the environ-
ment (or system), and the agent executes an action a; € A(s;),
where A(s;) is the feasible action space under s;. This incurs
a transition in the environment according to the state transition
distribution (which is typically unknown) p(s;41|s¢, a:). Then
the agent will receive the reward r(s;, a;)(or abbreviated as r;).

Lety € [0, 1) be the discount factor, which is typically close
to 1. The discount return is R, = >_,_ ¥*r¢4 k. Therefore, y
can be interpreted as a rate which measures the weight of future
rewards. The agent make decisions using a stochastic policy
7:8 = P(A(S)), i€, ar ~ 7(:|st) € A(s¢), where P(A(S))
is the set of probability measures on A(S). Given the policy T,
the definitions of the state-action value function ()™, the state
value function V'™, the advantage function A™, and the expected
discount return are as follows:

Q7 (s,a) = E[R[s; = s,a¢ = a; 7],
V7 (s) = E[Ry|sy = s;7],
AT (s,a) = Q" (s,a) = V7 (s),
() = Egyp, {V7 (50)} (D

where pg(s) is the given distribution of initial state s(. The target
of RL is to find the optimal policy that maximizes the expected
discount return, i.e., 7, = arg max, n(m).

Multi-Agent RL: The multi-agent RL. (MARL) studies the
sequential decision problem of multi-agent (e.g., multiple UAVs
in this paper) in a multi-agent MDP. Let ' = {1,..., N}
denote the agent index set. We use the similar terms as those
defined above. For the agent n € A at the time-step ¢, the action
is aj € A™(s;), where A" (s;) is the individual action space.
The joint action is defined as a; = (a}, ..., al), and the joint
action space A(s;) = XnenrA™(s¢). The individual policy of
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TABLE I
COMPARISONS OF UAV-ENABLED EAVESDROPPING SCHEMES IN DIFFERENT WORKS

Ours [18] [19] [20] [21] [22] [23] [24] [25] [26] [27] [28]
Jamming assistance v X X X X v v v v v v v
Multiple suspicious sources v v v X X X X X X v v X
Multiple suspicious destinations v v v X v X X X X v X X
Moving suspicious target v X v X v X X X X X X X
Multiple UAV eavesdroppers v v v X X X X X X X X X

Legitimate UAV

Suspicious UAV

b

Suspicious desination

3
R

Central Console

y

Jamming signal

Suspicious signal

Fig. 1. Diagram of the multi-UAV eavesdropping system.

each agent is denoted as 7", i.e., al ~ 7"(-|s¢), and the joint
policy is the product of independent individual polices, i.e.,
7(-|st) = [T—, 7" (-] s¢). In cooperative tasks, all agents share
the same reward function r(s¢,a;). The definitions of value
functions are the same as that defined in (1). The target of
MARL is to determine the individual policies that maximizes
the expected discount return, i.e., maxg,1, .~y 7(7).

III. SYSTEM MODEL

We consider a system comprised of N legitimate UAV
eavesdroppers and M UAV-enabled suspicious links. The nth
legitimate UAV eavesdropper is denoted by FE,,n e N =
{1,2,..., N}, and the mth suspicious link is comprised of a
mobile suspicious UAV S,,, and the corresponding stationary
destination D,,,, wherem € M = {1,2,..., M }.Each S,, flies
over the area for some malicious tasks and sends suspicious
information to its destinations D,,,. We assume that suspicious
UAVs communicate with the corresponding destinations in the
frequency division multiple access (FDMA) manner, and each
Sy, occupies the same bandwidth. All legitimate UAVs can si-
multaneously receive suspicious information and send jamming
signals to all suspicious destinations. They aim to cooperatively
eavesdrop on these suspicious links by trajectory planning and
sending jamming signals. A central console of the legitimate
party could be used for decoding the information offloaded by
all E,s, and can also serve as a computer for computational
tasks such as RL algorithms. The communications among the
legitimate party (including UAVs and the central console) are
assumed to operate in some authorized and secret channels,
which will not be interfered with by suspicious UAVs. Besides,
similar to [7], [11], [12], we assume the suspicious users are
not aware of that they are being eavesdropped, and therefore no
countermeasure are taken by them.

In Fig. 1, to be more intuitive, we provide an example of
the considered system, where two legitimate UAVs are aiming

to eavesdrop on four suspicious links with given jamming and
moving policies. We take the (S, D) pair for example. The
suspicious UAV S; sends information to its destination D;. Due
to the broadcast nature of radio signals, this suspicious signals
can also be received by F/; and 5. According to [1], only when
the rate of joint decoding C' gl in (11) (to be defined later) is larger
than the transmission rate on the suspicious channel C'y in (11),
it is possible that the information sent by the S; can be reliably
decoded by eavesdrop party without any error. Therefore, to
realize the eavesdropping under adverse monitoring condition,
E; and F5 send jamming signals to D; to force S; to reduce the
transmission rate so that central console can decode information
from received signals of /1 and E5. We stress that each E,, can
simultaneously send jamming signals to all D,,,, buthere we only
plot the jamming signal to D for concise. Also, the information
stream among the legitimate party is not plotted for simplicity.

We assume that the system operates in an equal-length time-
step fashion, where the time is slottedas ¢ = 1, 2, . . .. The length
of each time-step is denoted as AT". In each time slot, the system
is assumed to be quasi-static. Next, we will elaborate on the
system model in the following subsections.

A. Kinematic Model

Atthe time-step ¢, letqs,, (¢), ap,, (), and qg, (t) denote the
positions of any S,,,, D,,,, and E,,, respectively. For any m € M
and n € N, dg,, p,, (1), ds, g, (t), and dg, p,, (t) denote the
distances from S, to D,,, from S,, to F,, and from F,, to
D,,, respectively. Let v,,(t) € V denote the velocity of E,, at
the time-step ¢, where ) is the feasible set of velocity. Then, the

position dynamic of each E,, is given by

ap, (t+1) =qg, (t) + v, (t)AT. )

The location qg,, () could be obtained by overhearing the
feedback location report signals sent by .S,,,, and also, the flying
suspicious UAVs are typically visible, so the locations could
directly be measured via a high resolution optical camera or
synthetic aperture radar [38]. The locations of fixed destinations
typically are the take-off point of suspicious UAVs, which
also could be noticed. Therefore, we assume that qg,, (¢) and
ap,, (t) forall m € M are available at the eavesdropping party.
Besides, among legitimate UAVS, qg, (t), Vn € N, can easily
be obtained from other teammates via information sharing in the
secret channels.

B. Signal Model

In this subsection, we discuss the signal model in the time-
step t. In this paper, we assume each E, is equipped with
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two sets of single-antenna, one for jamming and the other for
receiving, and S,,, and D,, are single-antenna. In our scheme,
multiple single-antenna UAV eavesdroppers can be regarded as
a distributed multi-antenna eavesdropper with a central console.
Therefore, we would like to state that our model can be easily
extended to the case of multi-antenna UAVs. Let z,,, denote the
information symbol sent by S,,, and Py = E{|x,,|*} be the fixed
transmit power of all S,,,. Since suspicious UAV communication
pairs work in different frequency bands, F,, can interfere with
communications of suspicious links by transmitting jamming
signals with different powers in different frequency bands. Let
z™(t) denote the jamming symbol sent by FE,, to interfere
with D,,,. The jamming power is p™(¢) = E{|2™(¢)|?}, which
satisfies Z%Zl P (t) < Pmax, and Pyax is the maximum jam-
ming power of each E,. For any m € M and n € N, the
channels from S,, to D,,,, from S,,, to E,,, and from E,, to D,,
are denoted as h,(t), hs, g, (t), and hg, p, (t), respectively.
The corresponding channel power gains are 7y, (t) = |k (t)|%,
V5B, (1) = |hs, 5, ()%, and vg,p,, (t) = |hE, p,, ()], re-
spectively.

The channel between any two UAVs is air-to-air, which is
assumed to be dominated by the line-of-sight (LOS) path. There-
fore, we model

V8, Ea () = a0 dg’ 1 (1), 3)

where « is the constant path loss factor (i.e., the reference
received power at 1 meter) and [ is the path loss exponent.
We assume that transmit signals are narrow band signals, so that
all signals in different frequency bands approximately shares the
same coefficient rg. The channels from S,,, and E,, to D,,, are
the air-to-ground channels, which are typically comprised of the
LOS and non-LOS paths. Therefore, the Rician fading channel
model is adopted. The channel power gains between .S, (or E,,)
and D,, are given by

Y (t) = an (t)dg” (1),
Ve D (t) = ap, b, ()d5 (1), (4)

where «,,(t) and ap,p,, (t) are the fading factor in
the Racian channel model, and they obey the probabil-
ity density function (PDF) f(z) = Ra—tlexp(—R— (R+

1)a=)10(24/R(R + 1)), where I is the Oth order modified

Bessel function of the first kind and R is the given Racian factor.

The transmitted signal x,, will be received by E,, through
the channel hg g, (). Besides, due to the co-located transmit
and receive antennas of FD eavesdropping UAVs, severe self-
interference (SI) exists. Although some cancellation techniques
have been proposed to relieve SI, e.g., [39] canceled the SI
nearly to the receiver noise floor, we assume that the residual SI
exists. The residual self-interference signal of any E,, in the mth
frequency band is scaled by p}"" 2/ (t), where p* is the random
residual factor with zero mean and E{|p"|*} = 0, < 1. The
value of o, depends on the cancellation techniques adopted. As
for the mutual-interference (MI) from other legitimate UAVs,
according to [40], it can be eliminated by sharing the jamming
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symbols among legitimate UAVs. Therefore, in the mth fre-
quency band, the total signal received by E,, is

YS, B, (t) = s, g, () xm + pp 2y (1) + 0, (5)

where np is the Gaussian noise with zero mean and
E{|ny: [} = No.

We consider the delay-tolerant eavesdropping, where the
signals received by each F,, are stored first, and then, after
information collection, offloaded to the central console for cen-
tralized decoding. Therefore, the signals in the mth frequency
band received by the eavesdropping party are

Ys, p(t) = hs,,p(t)zm + p" 2" (t) + 0™, (6)
where yg g(t) = [ys,.p, (1), ys,.mx (O], ks, EB(t) =
15,5, (t), - s, my (O], 2™(E) = [27"(1), ..., 2R ()],
p" = diag(pl, ..., pR), andn™ = [0 ... ,ng T

By adopting Maximum ratio combining (MRC)? to com-

bine the received signals of N legitimate UAVs, the signal-to-
interference-and-noise ratio (SINR) from .S,,, to the eavesdrop-

ping party is
1hs,, 5 (0)|* Po
Wi, () Qua () w}, (t) + No”

where w,, (t) = % is the MRC combiner and Q,,, () =

E{p™z™(t)z™(t)"(p™)"}. Equation (6) can be further trans-
formed as the following compact form

N
i )Py
SINRE t) = Zn—l fYSmEn(
5.0 =R % A" (t)pm (L)

SINRE (t) =

(7

®)

m _ UP[’YSmEl (t)v"'/YSm,EN(t)] m _
where A™(t) = SN ) and  p™(t) =
7 (1), - pR ()]

The signal received by D,,, is
Ym(t) = hm(t)m + hED,, (H)2™(t) + 1D, (€))

where hEDm (t) = [hEle (t), ey hENDm (t)] The SINR at
D,, is given by

B Tm () B
SINRm () = o7 YED,, (tO)Pm(t)’

where YED,, (t) = [7E1 Dy, (t)7 <y YENDy, (t>] .
Therefore, the channel capacity from S,,, to D,,, and from S,
to the eavesdropping party are

Cm(t) = IOgQ(l + SINR"” (t))

(10)

CE (t) =logy(1+ SINRE (1)), (11)

respectively.

Channel Side Information Assumption: We assume that the
suspicious UAV pairs operate in the time division duplex (TDD)
mode. Due to the reciprocity of the channel in TDD systems,
according to [11], we can obtain hg, p,, (t) and hs g, (t) by
utilizing pilots sent by D,, and S,,, during the channel training
phase, respectively, and therefore vg, p, () and s, g, (t) can

3 Although MRC is not optimal in terms of signal-to-noise ratio (SNR) when
SI is present, it is a low complexity scheme.
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be known. Also, the free-space path-loss vs,, g, (t) can be easily
obtained since we can know the locations of all UAVs. v, (t)
can be obtained by overhearing the feedback information sent
from D,, to S,,. Although ~,,,(¢) is assumed to be available, we
will discuss both the solutions when it is known and unknown.
We assume that all node in the legitimate party (including UAVs
and the central console) can share their individual information
with others via the authorized and secret channels.

IV. PROBLEM FORMULATION

According to [1], if C§ (t) > C,(t), then the suspicious
information can be decoded perfectly by the legitimate eaves-
dropping party, otherwise it can not be decoded without any
error. Therefore, at each time-step ¢, the eavesdropping rate of
all suspicious links is denoted by

M
7"2] = Z Cim(t)

m=1

JI{CE (1) > C (1)}, (12)

where the indicator function 1{z} = 1 if the boolean value z is
True, and O otherwise.

Besides, the collision avoidance of UAVs is also necessary.
To this end, we design the following penalty function,

e (E22).

where v > 0 is the penalty factor, o4 > 0 is a given parameter,
and d7. () is the minimum distance between E,, and all other

minye s, v, gy, Hdxe, ()} I

(13)

UAVs, ie., d,, (1) =
d. (t) is small, there will be a penalty, and if %ﬁ‘l@ > 2, the

min
nth penalty component basically diminishes. Therefore, the total
reward is 7y = 1] + rk.
The problem is to maximize the long run reward, which is

given by

s.t.rv,(t) € V,Vn € N,Vt (14a)
ppt(t) > 0,Yn € N,Ym € M, Vi, (14b)
M
D PI(t) < Panax, ¥ € NV, (14c)
m=1
C§ (t) = Cp(t),Ym € M, Vt, (144d)

where v(t) = (vi(t),...,vn(t)), and p(t) =
pM(t)). Alternatively, we can denote p(t) =
(1)), where p, (1) = [pL(¢), ..., P ().

The constraint (14d) is to guarantee the successful eaves-
dropping on all suspicious communication links. Since 7} is
the summation of the eavesdropping rate of all suspicious links,
when the objective in (14) is maximized, eavesdropping on some
suspicious links may be failed, i.e., Cyy,(¢) > C§ (t) for some
m € M. However, the suspicious UAVs are most likely to send
the video signals to their destinations, which could be regarded

(1), .-
(P1(t); -+
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as the event-based scenario [1]. In such a case, the delivered
suspicious messages (e.g., the video clips) in different fading
states have the same significance to report and infer such series
of events, although they may be with different data rates, e.g.,
different resolutions.

A. MDP Representation

Due to the Markov and stochastic properties of the system,
including the unpredictable flying of suspicious UAVs, stochas-
tic channel state, and the effects of the moving action on the
next system state, we model this sequential decision-making
problem (14) as an MDP introduced in Section II. Next, We
give the definitions of state, action, and reward in detail.

State: The global state of the system should include sufficient
information for making jamming and moving decisions. At the
time step ¢, the global system state is denoted as

st= ({ps,. (0:pp,, (O}2or pr, (D},

Om OV, 18,0 (P 1 )

Let S denote the state space, and therefore s; € S. If the global

state is available, we call the MDP fully observable, otherwise

partial observable. Let o, denote the observation at the time-step

t. If it is fully observable, o, = s, otherwise they are not equal.
Action: At the time-step t, the joint action is

ar = (v(t),p(t)).

In each time-step ¢, the action a; should satisfy the con-
straints (14a)—(14d). Especially, the intersection of constraints
(14b)—(14d) can be regarded as the action space of jamming
power p(t). However, this intersection may be an empty set
for some s;, which implies that the current locations are not
proper eavesdropping places, so that UAVs cannot realize perfect
monitoring even with the aid of jamming signals. In this case,
we assume that eavesdropping UAVs will keep silence, i.e.,
P (t) = 0,Vm,n.

Denote the intersection of (14b)—(14d) at the time-step ¢ as
A7 (s;). Then the action space of p(t) under s, is defined as

J _ AJ(St), iffiJ(St) 7£ @
A(se) = { 0, otherwise.

Besides, the space of moving action, constrained by (14a),
is denoted as AX = x,cxV, which has no relevant with the
current state s.

Therefore, the joint action space under the state s; is A(s;) =
A (s) x AX and a; € .A(st) We denote aX = v(t) € AKX as
the kinematic action, and aj = p(t) € A”(s;) as the jamming
action. Based on the action space formulation, the constraints
(14a)—(14d) are represented by the action space constraints in
the later analysis.

Reward: The reward function has been defined as r; = r{ +
X . With the definitions of state and action in this section, and
noting that the eavesdropping reward is only affected by the
jamming action, and the distance penalty is only decided by the
current positions of UAVs (the position information is included

15)

(16)

a7
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in s;), we can also express the reward as
r(se,ap) = T'](st,a;&]) + ’I"K(St). (18)

These representations might be used interchangeably in the
following contents.

B. Problem Reformulation

Define the policy 7 : S — P(A(S)). In each time-step ¢, the
eavesdropping party choose actions according to a; ~ m(+|s;) €
A(st). With the given 7, the problem (14) is represented by

T
1
max J(m) = jlim E {T E ’I“t|7T}
™ —00

t=1

19)

Instead, we will maximize the expected discounted return,

max) (m) (20)
Next, we will explain why we do not directly maximize the orig-
inal objective J(7), but n(). First, J(7) is well proportionally
approximated by 7)(7). According to the chapter 10.4 in [29], we
have that n(7) ~ ﬁj (7), where when y approaches to 1, the
approximation can asymptotically be replaced by the equal sign.
Therefore, in the practice, we can select a v which is close to 1
(such as 0.999) to make (20) a good approximation. Specially,
if po(s) = pr(s), where pr(s) = limy,oo Pr(s; = s|m) is the
steady-state distribution under , then n(m) = ﬁJ (m) [29].
Second, although there exist some RL algorithms which can
directly solve the averaged reward, the convergence guarantees
of these algorithms are hard to establish. For example, the
convergence of R-learning [41], which is probably the most
well-known RL algorithm based on the averaged objective, is
not proved. Therefore, almost all popular RL algorithms and
their convergences are established on the discounted objective
that has become the standard objective in RL nowadays.

V. SOLUTION TO PROBLEM (20)

Based on the discussions in the previous section, the original
problem (14) is reformulated into the problem (20). However,
due to the existence of the constraint (14d), it is difficult to
design a policy 7 (typically parameterized by some type of
neural network) in RL that can choose the action a; from the
action space A(s;) defined in the last section. So the problem
can hardly be solved by only applying RL algorithms.

For the problem in (20), we have the following observations:
1) under the quasi-static assumption of the system, the moving
actions af* do not affect the current eavesdropping reward
but the next state and the next distance penalty 77, 2) the
jamming action a; will not affect the future state, 3) the action
space AX is fixed. Inspired by the above properties, we design
a framework for solving the problem (20), which decomposes
the solution into the two following steps.

First, we are going to find an optimal solver which can
maximize the eavesdropping reward r“ under any state s € S,
i.e., solving the following problem for all s € S,

r!(s,a”). Q1)

max
a’leAl (s)
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To be consistent with the representation of policy in
(20), we denote the optimal solver of problem (21)
as @/, which satisfies Y°,sc 40077 (a7]s)r7 (s,0”7) >
Sarear(s T (a’]s)r7 (s,a”) for all s €S and V77 : S —
P(AY(S)).

Second, given the optimal solver 77, we optimize 7% : S —
P(AK). Let 7K denote the optimal policy of moving actions
with the given 77, i.e., 7% = arg max, « n(77, 7%).

Proposition 1. # = 77 x #% is the optimal policy. That is,
n() > n(r), vr.

Proof. Let m be an arbitrary policy. 77/(a’|s) =
Saxeax m(als) and 7w (a®|s) =3 s 45 (s wlals) are
the marginal distributions of 7. Note that we do not assume
w(als) = 77 (a’|s) - 75 (a]s).

According to Bellman’s equation, we have

J

(1) = Egup, {Z #(als)[r(s,a) + ’YZp(s’|S7a)Vﬁ(S/)]}

a s’

YWy, . {Zﬁ‘](aﬂs)rJ(s, a’) + 15 (s)
127 (@) 3 p(sls, aKW*(s')}

p Espo {Z #(a”?)s)r’ (s,a”) + 1 (s)
+sz (0" s) Zp<s'|s, Syt (s'>}

Y Eun {Zw’(afswf(s, o)+ 5 (s)

+y Y 7 (a]s) Zp<s'|s,af<>v“““<s’>}

@

> (),
The equality (a) holds due to the previous observations 1) and
2). The inequality (b) holds because according to the definition
of A%, for all 7, (77, #%) > n(#7, 7K. The inequality (c)
holds because 7 is optimal for the problem (21). Finally, by
expanding V™ in the right side of inequality (c), we have

| 7aati (s) = Z fTJ(aJ|s)7“J(S, a‘]) + TK(S)

(22)

vy 7@ s) > p(s s, a™ )V ()
> Z 7/ (a”|s)r (s,a”) +r¥(s)
vy 7 (@) > p(s s, a" )WV ()

> unrolling - - > V™™ (s) = V7(s), (23)
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Algorithm 1: General Framework for Solving (20).
K.

1 Initialize 7
2 for iteration = 1,2,--- do

3 | D+ GenerateData(nk);
4 7K « RLProcess(D);

5 end

6 function GenerateData (7%):

7 Initialize a memory buffer D;

8 fort=1,2,---,1;do

9 Solve Problem (21) to obtain a;
10 Execute a; and then receive r;

1 Choose action af€ according to 75 (-|s;);
12 System moves to the next state St+1,

13 Store the transition (s, aX,7;) into D;
14 end

15_return D

where “unrolling” means to iteratively expand the value function
75 using Bellman’s equation. Therefore, the last inequality
(d) holds. This completes the proof.

Proposition 1 indicates the optimality of the proposed solution
that sequentially optimizes the jamming action policy 7/ and
moving action policy €. Based on this proposition, we design a
general framework for solving the problem (20), which is given
in Algorithm 1. In each time step ¢ of the GenerateData,
we solve the problem (21) to get the jamming action a; and
execute it. Then the data {s, a7} L, is used to update 7%
using RL (i.e., RLProcess function), where 7; is the length
of each sample episode. In the next two subsections, we will
first introduce how to solve the sub-problem (21), and then
provide the practical RL process (i.e., the function RLProcess
in Algorithm 1) and the whole algorithm in detail.

A. Solution to Subproblem (21)

In this subsection, we provide the solution to the problem (21),
i.e., finding the optimal solver #”7. As discussed in (17), when
A7 (s;) is aempty set, A’ (s;) is a singleton. Therefore, we only
need to optimize this problem when AJ(st) is not empty. In
such a case, the problem (21) is re-written as

M
max C,.(t (24)
p(t) = Q
st.rpp'(t) > 0,¥n € N,Vm € M, (24a)
M
Z P (t) < Prax, Vn € N, (24b)
m=1
CE(t) > Cpu(t),Ym € M, (24c)

where 1{C% (t) > C,,(t)} in the objective is omitted since it
is 1 when the problem (24) is feasible.
With some rearranging, the constraint (24c) is transformed to

N
(YD, (8) Y 5,5, (8) = () A™ (£)D™ (¢)
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N
> (Ym(t) = Y ¥8,uE, (1) No, ¥m € M. (25)
n=1

Therefore, all constraints in (24) are linear inequality constraints.

Denote the objective function in (24) as @(p(t)) =
Z%Zl C,(t). By applying the restriction to a line rule (see
8.2.2.3 in [42]), it can be easily proved that ®(p(t)) is convex.
Due to the convexity of ®(p(t)), we can not solve this problem
by standard convex optimization methods. Using the fact that the
first-order Taylor approximation of a convex function is a global
under-estimator, ®(p(t)) at the given initial point p(*) (t) > 0is
lower-bounded by

o(p(t)) = " (p(t); p' (1))
=o(p(t)) + TP (1) - (p(t) — P (1))

i oD (p(t
where ¥ (p() (1)) = ZGERE ) ) .
Based on the above analysis, the problem in (24) can be
efficiently approximated as the following linear programming

problem:

(26)

max " (p(t); p' (1))
p(t)

s.t.: (24a) — (24c¢), 27

which can be easily solved.

However, the linear function ®'(p(t); p(*) (t)) is just a local
approximation to ®(p(t)). We need to approach the real optimal
value by successively solving the problem (27). The flows are as
follows: 1) Given a point p(*) (t) and then solving the problem
(27) to get the solution p*(t). 2) If |®(p*(t)) — ®(p (1)) <
o, where ¢ is a small threshold for stop criterion, then p*(t)
is the optimal solution. Otherwise we set p(*) (t) = ap*(t) +
(1 —a)pV(t),a € (0,1) and go back to the step 1) for a
new round optimizing. According to Theorem 1 in [43], this
successive convex approximation (SCA) approach will converge
to a Karush—Kuhn-Tucker (KKT) point.

Partial Observable: In some situations, the eavesdropping
party may not be able to obtain the instantaneous channel power
gain v,,(t), but only its statistical distribution. In this case, we
aim to obtain the solution that is robust against the uncertainty.

Let us start from the constraint (24c). According to Chapter
10.3.4 in [42], we can seek the probabilistically robust solution
which satisfies Pr(CE () > C,,(t)) > €., where .. is a desired
level of probabilistic robustness of the constraint (24c). Let yy¢
satisfy Pr(y5e > v (t)) = €.. Then we define

€ _ ’yfrg 0
Crilt) =logz (1 TN+ YED,, (t)pm(t)) e
Replacing C,,(t) with Ci:(t) in the constraint (24c), if the
modified constraint C§ (t) > Ct:(t) holds, then Pr(C§ (t) >
C.(t)) > €., such that the e.-level probabilistic robustness is
obtained.

As for the objective (24), we could maximize its lower bound.
However, the lower bound of C,,(t) is zero since v, (t) > 0.
Therefore, similar to the probabilistic robustness in the con-
straint (24c), we turn to maximizing the following probabilistic
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lower bound

Co(s) — oy 2o
i) —tows (14 o) @

> Crp(t) =

where Pr(v,, (t) > 752) = €, and thus Pr(C,, ()
€o.

By replacing the objective in (24) with Z 1 Cie(t) and
the constraint (24c) with C§ () > C&:(t), we can solve the
modified problem using the same method as when {~,, ()}M_,
are known.

B. RL Process

In this subsection, we will detail the update rules in RLProcess
in Algorithm 1. That is, with the given 77, we are going to
solve max,x (7, 7%). We rewrite n(7”,7%) as n(7%) in
this subsection since 7 is given.

The most straightforward way is to apply a common single-
agent RL algorithm, such as proximal policy optimization
(PPO) [44] or trust region policy optimization (TRPO) [45],
to learn a centralized policy which makes decisions for all
agents (legitimate eavesdropping UAVs). However, we assume
that agents make moving decisions in a decentralized man-
ner, i.e., making decisions according to their individual pol-
icy. More clearly, in each time-step ¢, the individual moving
action of the agent E, is al*™ = v,,(t), and the joint action

al = (aéK 1, e 7aiK’N). The joint policy 7% is decomposed to
N K,
5 (af]s) = [T= o ay " st).

The reasons for applying the decentralized control are as
follows: 1) In the practical implementations, training a policy
with large action space is probably more difficult than training
several decomposed policies with small action space [30]. 2) If
legitimate UAVs are controlled by the command signal from a
central console (centralized policy), once some legitimate UAV
can not receive control signals due to the signal blocked or
suffering jamming from malicious attackers, they may fall from
the sky.

In this paper, the multi-agent PPO (MAPPO) [46] will be
adopted to learn the decentralized moving policies, which is
an advanced MARL algorithm developed from the single-agent
PPO and verified to have excellent learning performances.
MAPPO restrains the KL divergence of policy by clipping the
policy ratio, so that some aggressive update steps would be
removed, and thus the learning performance and stability could
be improved. Next, we will introduce MAPPO in detail to keep
the self-contained of this paper. According to [45], let 7% be the
current policy, and 7% denotes an any candidate policy,

K)+prr ZW

K)+E-{A™" (s,a)},

where pzx(s) =Y ;07 Pr(s; = s|7%) is
malized) discounted state distribution and Ezx{---} =
. Pisc x(8) >, 7K (aX]s )[ -]. If we aim to improve
n(m%) by making 7(7%) > n(x%), it should be satisfied
that 3", parc (5) 32, 7 (a’[s)A™" (s,a) > 0.

a’|s) A" (s, a")

n(7") =

=n(rm (30)

the (unnor-
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However, due to the implicit form of p;x (s), it is difficult to
optimize the (30) directly. Besides, we want to train decentral-
ized polices for each legitimate UAV by themselves. Therefore,
we construct the following approximation to n(7 ),

(5.0}

€29

where the joint policy is decoupled to summation of individual

policies and the expectation is taken over the given current policy

7. The following theorem reveals the relationship between the

approximation L.« (7€) and the origin n(7).

Theorem 1 ([46]). : Let Dxy(:||-) denote the Kull-

back Leibler (KL) divergence, and DE¥*(zfn||zfn) =
max,es Dgp (757 (-|s)|| 757 (-|s)). It holds that

Lo (75 +ZE K{MA”

M) > Lose (75) = Cmaxy/ Digex( n), (32)
where C' = ?Ni) and € = max, o |[A™" (s,a)].
We define that

Mysc (75) = Lo (%) — Cmax |/ Do (whon | 7Km).

(33)
Since n(7%) > M, (7) and n(n%) = M« (7X), if we can
guarantee that M, x (75) > M« (75), then n(7%) is also im-

proved. However, maximizing M.« (7€) is also difficult since
the penalty coefficient C' is large (v is typically close to 1),
which leads to prohibitively update small steps. Therefore, in
order to take larger update steps in a robust way, we can convert
the penalty term to the constraints. By expanding L.« (7/), the
problem of maximizing M« (7€) is approximated as

~K,n(aK,n| )

ol 7T S) (oK
E{ZK(KM (raf)y G

n=1

max
{mfmy N,

subject to : DI (nfm|7Km) < 6,¥n e V. (34b)

where 0 is called the trust region.

However, the KL divergence in (34b) is bounded at every
point in the state space, which makes the problem difficult to be
solved due to the large number of constraints. In order to make
the optimization process more simple, the clipped objective is
adopted in MAPPO, which removes the KL-penalty by clipping
the policy ratio,

ZE WA (FOM), A (s,05)) (39)
where
Fr(@F™), A7 (s,a™)) =
min{r(7 K")ATr (s,aK),ce(r(ﬁK’")A”K(s,aK)}(%)

where ¢° (2) is a function that clips z into the interval [1 — g, 1 4+
€], and r(#57) = T(@0Ms) - Aq the (35) implies, when the

policy ratio r(75™) is out of the clip range, the gradient moving
the policy outside of the clip interval will be zero. Therefore, the
KL divergence could be restrained.
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Based on the surrogate objective (35), we will give the prac-
tical algorithm for updating decentralized polices 7", Vn. In
the deep reinforcement learning, the policy and value function
are typically parameterized to tractable functions using deep
neural networks (DNN). In this work, we parameterize gk
and 75" with parameters 6xm and gFon, respectively, for all
n € N. The state-value function V™" is parameterized as Ve
with parameters ¢.

For a sampled data segment 7 = {s;, a, 7} 11 | where al =
(alt, . al M), A™ (s4,ak) is estimated by the follow-
ing generalized advantage estimator (GAE) in [47], which is
given by AKX =6, + (YA)di41 + - - - + (yA)T167,, where §, =
re +vVs(se41) — Vg(se), and A € [0,1] is a hyperparameter
that balances the bias and variance. For example, when A = 1,
it is the Monte-Carlo estimation, and if A = 0, GAE degrades to
the one-step temporal difference (TD) error. Then the gradient
for updating 75" ¥n € N is estimated by

AGKT = Vo JEAf(re(05™), AR, (37)

where I@Jt{} is the sample average over time-steps ¢ and

GK,ny _ 7" (adse)
T’t(9 ) = ﬂK'"(at‘St).
Since the parameterized function Vj is arbitrary given at

the beginning of the learning process, it should be updated to
approach to the real value function by minimizing the following
loss function

1.~
L(¢) = §Et[(v¢(5t) —ve)?, (38)
where y; = A 4 V,(s;). The gradient of (38) is
A¢ = Ei[(Vo(se) = ye) Vo Vi(se)l- (39)

Practical Algorithm: Based on the gradients (37) and (39) for
updating 6™ and ¢, respectively, and the solver for jamming
action given in the last subsection, we provide the detailed
procedure of the MAPPO-based trajectory planning and power
allocation (TPPA) method in Algorithm 2, which is an instan-
tiation of Algorithm 1. The algorithm iterates between the data
collection phase and the training phase, where Nj, is the number
of total iteration rounds.

In the data collection phase (i.e., lines 2-7 in Algorithm 2), at
each time-step t, the central console receives s, from F,s and
then solves the problem (21) using the method in Section V-A
and then sends the solution a = (p,(t),...,pn(t)) to E,s.
Each E,, transmits jamming power a,}l " = p, (t) and executes
the moving action a;* "™ according to 7"(-|s). The suspicious
information received by E,,s will be fed back to the central con-
sole for estimating the reward r,. After collecting a data segment
7 = {ss,al,r}}L,, the central console calculates { A;} " | and
{y:}7L, for training. We assume that the training of each 7"
will be executed on the on-board computer of each E,,, while
the training of V; is executed on the central console: Therefore,
{A}TL, is sent to all E,,s and {y,}7, is stored in the console.

In the training phase (i.e., lines 12-20 in Algorithm 2), we
update the parameters in U rounds with collected data to improve
the data efficiency. In each round, parameters are updated in the
mini-batch style, where the jth mini-batch data D; has B groups
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Algorithm 2: MAPPO-Based TPPA.

Input: Initialized policies 7" with ™ and 7" with
0™ < 0™ for all n; the value function V;;; A
memory buffer D.

Output: Well-trained policies 7", Vn

1 for iteration = 1,2, -+ |, Ny, do

2 fort=1,2,---,7; do
3 Solve the problem (21) to get a/;
4 Each E, selects a™ ~ 757 (.|s,);
5 Execute a; and then receive the reward r;
6 Execute af{ and then transfer to s;11;
7 end
8 Get a data segment 7 = {s;, al, rt}tT’zl;
9 | Compute {4;}/, using GAE;
10 Compute {y; = A+ V¢(st)}£1;
1 | Store data {s;,alS, Ay, 5, )L, into D;
12 foru=1,2,--- ,U do
13 forj=0,1,---,% —1do
14 Select a mini-batch data
D; = {St,afvﬁt,yt}g{igﬁ
15 Compute AG™,Vn according to (37);
16 Compute A¢ according to (39);
17 Apply gradient descent on ¢ using A¢ by
Adam optimizer;
18 Apply gradient ascent on 6", Vn using
Af" by Adam optimizer;
19 end
20 end
21 Update 0"« 0", ¥n
22 end

of data. Each agent E,, updates 7 >" using the gradient (37) with
gradient ascent, and the central console updates the global value
function V, by gradient descent using the gradient (39), where
Adam optimizer in [48] is applied.

Optimality and Convergence: In this section, we have de-
signed a general framework for solving the problem (20). That
is, we first determine the optimal jamming policy 7, and then
find the optimal moving policy 7% under the given 77, i.e.,
#K = arg max_ «x (77, 7). In proposition 1, we have proved
that the proposed procedure holds the optimality: Based on
Proposition 1, a general framework for optimally solving the
problem (20) is given in Algorithm 1. Then in Section V-A,
we solve the non-convex problem (21) using SCA. Based on
this near-optimal solver, in Section V-B, we adopt MAPPO,
a policy-based MARL algorithm, to learn 7% . In theory, the
policy-based RL algorithms can be proved to converge to a local
optimum under some conditions [49]. Therefore, the proposed
method can converge to at least a local optimum in theory.
However, in deep RL, due to the application of DNN, the com-
patible representation condition (see [49] for details) required for
convergence is not satisfied anymore, and thus the convergence
of deep RL algorithms is still an open question. In this work,
we empirically evaluate the convergence performance of the
proposed algorithm in Fig. 4.
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Complexity Analysis and Scalability: The complexity of our
method mainly concludes two parts, one is the complexity
of SCA for solving the problem (24), and the other part is
the complexity of MAPPO. For the SCA part, we solve a
linear programing (LP) with N M variables in each iteration.
According to [50], the complexity of SCA part is about
01 = O(Kiyer(NM)?3"log(NM /o)), where Kie is the
number of iterations in SCA and o is the relative accuracy.
The complexity of RL part depends on the size of the adopted
DNN:s. Let I denote the input size and O denote the output size
of a DNN. Assume there are L hidden layers and each layer
has F;,Vl € {1,..., L} neurons. If we consider the standard
matrix multiplication algorithm with cubic complexity, then the
complexity is O(IFy + OFy, + 7' FiFi11). In the fully
observation case, the input size I = [s;| = MN +7M + 3" N.
The output size O for each policy 7% is [V|, and
for V4 is 1. We assume these N polices and the value
function have the same DNN structure. Therefore, the
overall complexity of all DNNs is Oy = O(N(IF; +
VIFL + ¥/ FiFi) + O(F + Fr + Y5 FiFiga) =
O((N +1)(IF + X[ FiFia) + (N[V|+ )FL)). As
shown in Algorithm 2, each iteration round consists of T;
data sample steps and U7} training steps. Note that the SCA
solver is only executed during the data collection phase and
does not need to be trained. Therefore, the complexity of
each data collection phase (i.e., lines 2 to 7 in Algorithm 2)
is T)(O1 + O3), and the complexity of each training phase
(i.e., lines 12 to 20 in Algorithm 2) is UT;O5. So the overall
complexity is Ny (17(O1 + O2) + UT,03).

As for scalability of the proposed TPPA algorithm, the SCA
part is only to iteratively solve a LP problem, which has a
very low complexity O;. Therefore, it can easily be applied to
problems with large N M. As for the MARL part, its scalability
cannot simply measured by the complexity and is still an open
question and highly empirical-based.

VI. NUMERICAL RESULTS

In this section, we first give the simulation setups. Then we
present the simulation results with discussion and analysis.

A. Simulation Setups

System Settings: The following settings are given in default,
and these parameters may be changed to show impacts on the
eavesdropping performance. The number of legitimate UAVs
and suspicious links are N = 2 and M = 4, respectively. When
N > M, the eavesdropping task will be very easy, so we default
N < M. According to [51], the empirical Racian factor of air-
to-ground channel is about 10 ~ 60, so we set R = 20 here.
The other parameters are mainly referred to [19] and [26]. The
reference path loss factor g = —40 dB, the path loss exponent
B = 2.4, the background noise Ny = 1072 mW, Py = 10 mW,
Ppax = 40 mW, and AT = 17s. The SI factor o, is defaulted
as 0, and the penalty factor of collision v = 0.

We will describe locations by Cartesian coordinates in me-
ters. The four default {D,,}2 _; are located at (200,200,0),
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Fig. 2. 3D diagram of flight trajectories in the default setting.

(—200, 200, 0), (—200, —200, 0), and (200, —200,0), respec-
tively. Each S, flies in 3 m/s, at an altitude of 100 m, with D,,,
as the center and 200 m as the radius. The initial locations of
{E, }?_, are randomly scattered within [-400,400] x [-400,400]
with aheight of 100 m. We consider the discrete velocity set )V for
simplicity. We assume V consists of 11 discrete actions, which
is given by vox{[l 0,0],[-1,0,0], [0,1,0] [0,- 1 0] [0,0,1],[0,0,-1],
(0,001,175, 75,0, [5, 75, 0], [ —1.0],[=%, =%.0]}, where
vy = 3m/\€ 15\/t§he Coﬁ/sitaﬁ{5 magnltude\@of spegg Tﬁe minimum
flying altitude of each FE,, is 50m. To be more intuitive, we
provide a three dimensional (3D) diagram of the default system
in the following Fig. 2, where the trajectories of UAVs are
learned by the proposed algorithm. Fig. 2 is also the 3D version
of Fig. 6(b).

Algorithm Settings: We parameterize the policies and value
function using the two-layer fully-connected neural network
with rectified linear unit (ReLLU) activation, and each hidden
layer has 64 neurons. The episode length 7} = 256, the data
reuse frequency U = 4, and the number of minibatch B = 4.
The discount factor v = 0.99, GAE factor A = 0.95, and the
clip range € = 0.2 [44]. The learning rate of Adam optimizer is
5 x 1074, which decays to zero with the progress of training.
To accelerate the learning speed, similar to [52], the parameters
are shared among all agents, where the one-hot agent indices
are appended to the input s; to enable the neural networks
to distinguish different agents. Besides, the parallel learning
framework in [53] is adopted, where four parallel sample pro-
cesses are conducted. Therefore, in each training phase, there
are 1} x 4 = 1024 group of data. The number iteration rounds
Nier = 7000, so there is total of 7000 x 1024 = 7.168 x 10°
steps.

B. Simulation Results

We first introduce metrics which may appear in this subsec-
tion. Eavesdropping rate is the sample average of eavesdropping
rate per suspicious pair, i.e., - E,{r{}, and (eavesdropping)
Success rate is the probablhty of successful eavesdropping, that
is estimated by MIE {Z L {CE () > Cra(t)}}. All simu-
lation results provided in the following contents are averaged
over 10° Monte-Carlo steps.
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lem (25).

Verification for the feasibility of the proposed solution to the subprob-

In Fig. 3, we verify the effectiveness of the SCA solver
proposed in Section V-A to the subproblem (24). Here, we
mainly focus on jamming power allocation, so the positions
of Ey and Es are fixed at (200,0,50) and (—200,0,50), re-
spectively. In Fig. 3(a), we compare the proposed solution
with the exhausted search under full observations. Since the
dimension of p(t) is N x M, which is impractical to apply the
exhausted search, we therefore consider the comparison in a
simplified case in which p!™(¢) for all m are the same. In this
case, we only need to optimize N = 2 jamming powers in the
default setting. In the exhaustive method, p!" () is quantized to
400 quantization intervals, such that the quantization accuracy
is 410331“]’(4. It is shown that the proposed optimization scheme
achieves the eavesdropping rate close to the exhaustive method
with very low computational complexity. In the exhaustive
method, when the quantization level is fixed, the quantization
accuracy decreases with the increase of Py, so that when Py, a5
becomes larger, the proposed solution even slightly outperforms
the exhausted search. The comparison in this simplified case
verifies the effectiveness of the proposed solution. In Fig. 3(b),
we demonstrate the performance of the probabilistically robust
solution in the partially observable scenario, where the confi-
dence levels are €, = €. = 0.95. The curve “Fully Ob” indicates
the fully observation, and “Partial Ob” means that ,, (¢)s are
unavailable but their statistical distributions are known. When
Prax > 40 mW, the gaps in eavesdropping rate between “Fully
Ob” and “Partial Ob” become stable. The gaps reveal that
the performance degradation brought by the lack of channel
information ~,, (t). It is shown that the performance gap with
R =100 is obviously smaller than that with R = 20, because
the uncertainty (or variance) of 7,,(¢) decreases with a bigger
R.

In Fig. 4, we verify the performance of the MARL algorithm
introduced in Section V-B, MAPPO, by comparing it with its
fully centralized version, CPPO, which utilizes the single-agent
PPO in [44] to learn a centralized policy for controlling all
legitimate UAVs. Each episode has 7; x 4 = 1024 samples.
When N = 2 and M = 4, the eavesdropping rate obtained by
MAPPO is extremely close to that obtained by CPPO, which is
fully centralized and thus should achieve the best performance in
theory. This result shows that training distributed policies using

4We have provided the execution time in Table II later.
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MAPPO will not cause extra performance loss. In the setting
with N =4 and M = 8, the four added D,,,s are located at
(600, 200,0), (600, -200,0), (-600, -200,0), and (-600, 200,0),
respectively. In this case, MAPPO outperforms CPPO with a
non-negligible gap in terms of eavesdropping rate. Besides,
the convergence speed of CPPO is much slower than that of
MAPPO. Specifically, CPPO takes 4000 episodes to surpass
1.4 bps/Hz, but MAPPO takes less than 2000 episodes. These
results verify our previous declaration in Section V-B, that is,
in the practical implementations, training a policy with large
action space is more difficult than training several decomposed
policies with small action space. In summary, when N is small,
MAPPO achieves almost the same performance as CPPO and
outperforms CPPO when IV gets larger.

In Fig. 5, we compare the proposed TPPA algorithm with
the following benchmarks. /) MPC [19]: The model predictive
control (MPC) method was adopted to control the mobility
of eavesdropping UAVs in [19]. Since they did not consider
jamming power allocation, in our comparison, we will adopt
MPC for trajectory planning and the jamming power is still
allocated by the SCA solver in Section V-A. MPC needs to
know the states of several future time-steps. In this comparison,
we assume the information on the next two steps is available.
2) AS-HD [26]: In [26], alternative optimization (AO) and SCA
(AS) were applied to optimize the jamming power and position
of a UAV. Since [26] considered a half-duplex (HD) scenario,
for a fair comparison, we compare AS with our method in an
HD variant. Specifically, in AS-HD and TPPA-HD, we consider
4 HD UAVs, two of which are moving eavesdroppers and
the other two are jammers with fixed locations (200,0,50) and
(=200, 0, 50), respectively. For AS-HD, in each time-step ¢, the
jamming powers and positions of UAVs are optimized by AS
to obtain the optimal position g, . Then, the moving action

is determined by v, (t) = vo %. The jamming power
By ~9En

p(t) is optimized by the method in Section V-A. For TPPA-HD,

the curve is plotted by applying the proposed TPPA algorithm

to the HD-variant system. 3) OJFP (Optimal Jamming with

Fixed Position): In this scheme, two legitimate UAVs implement
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Fig. 5. Comparison of eavesdropping rate and success rate between different
schemes.

optimal jamming (using the method in Section V-A) in fixed
positions (200,0,50) and (—200, 0, 50), respectively. We stress
that results in the default FD setting and the HD variant (i.e.,
curves with or without the suffix “~-HD”) are not comparable in
general since the performances in the HD variant are also related
to the fixed positions of two HD jammers, that are manually
selected. Fig. 5(a) shows that, in the default system with two
FD UAVs, the proposed TPPA outperforms MPC and OJFP in
terms of eavesdropping rate. The gap between TPPA and MPC
enlarges with the decrease of Pp,.x, which means TPPA has a
greater advantage over MPC in the low jamming power region.
Besides, the MPC method requires to predict future system states
accurately, which is typically hard in practice. While for the
proposed MAPPO-based TPPA algorithm, it learns from the data
by interacting with the environment to maximize the expected
long-run return, so the policy can consider future states from
the perspective of expectations when making decisions, and
thereby the uncertainty of future states can be well tackled.
Furthermore, the complexity of MPC in [19] is high, where
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TABLE II
EXECUTION TIME AND FPOS WITH DIFFERENT N AND M

Execution Time (ms) FPOs(x106)
Scenario SCA FF Training FF Training
N=2,M=4 | 424 052 45.3 0.57 936.8
N=4,M=4 | 435 0.56 73.8 154  2812.64
N=4M =8 45 0.62 82.8 2.06  3752.64

each decision-making of moving action takes about 2.8 seconds
(while AT = 17s in our system) so that is not suitable to make
decisions online. Although the MAPPO part of the proposed
TPPA needs time to train, it can make decisions online after
the training process (see Table II for details). By comparing
TPPA-HD with AS-HD, it is shown that the AS-HD slightly
outperforms the proposed TPPA-HD since AS-HD tried to find
the best monitoring locations for UAVs at each time step. How-
ever, similar to MPC, the AS-HD method is time-consuming
(each decision-making costs 1.6 seconds) since it needs to iterate
two-tier alternative optimization processes in each time-step.
Therefore, the AS method is also not able to make decisions
in real time. Fig. 5(b) shows the eavesdropping success rate
of different schemes. When P,,,, > 40 mW, these schemes
can achieve success rates of more than 95%. It is shown that
further increasing P,ax Will not significantly improve both the
eavesdropping rate and success rate, which is why we default
Prax = 40 mW.

In Fig. 6, we show the trajectories of UAVs under different
Ppax, which may provide some intuitions and insights. All
these trajectories are obtained by using the policies learned
by the proposed TPPA algorithm. Each left subfigure depicts
the movements in the x-y (horizon) plane in 1000 seconds.
We have not plotted the legends for S,,s and D,,s for pic-
ture clarity. The points located at {(200,200), (—200,200),
(—200, —200), (200, —200) } denote the suspicious destinations
D1 to Dy, respectively. The trajectory of each suspicious UAV is
denoted by a dotted line which is the same color as its destination
point. The marker ’x’ denotes the corresponding start points of
each UAV. Each right subfigure shows the height of UAVs versus
time. Since all S,, fly at the fixed height of 100 m, we denote
them with one dotted line. Fig. 6(a) shows that, when P,x = 0
mW (i.e., passive eavesdropping), F; and FEs fly around two
symmetrical suspicious links. This might be because they cannot
jam, such that they have to partly give up eavesdropping on the
other two suspicious links and only focus on two links. The flight
height of passive UAVs is around 100 m since they need to get
as close as possible to S, to increase the capacity of wiretap
channels. When P, = 40mW, as shown in Fig. 6(b), the flying
coverage of legitimate UAVs becomes larger since they can
eavesdrop on more suspicious links with the help of jamming.
Besides, the flight heights of UAVs with P, = 40mW are
lower than that of passive UAVs (close to the minimum height
50 m). This is because F,s need to seek a balance between
jamming and eavesdropping. Fig. 6(c) shows that, when P,
further increases to 160 mW, the flight heights of legitimate
UAVs are closer to 100 m as that of passive UAVs. This is
because when the jamming power is sufficient, legitimate UAVs
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canmove closerto Sy, s to increase C' gm , without worrying about
insufficient jamming on D,,s.

In Fig. 7, we investigate the impacts of SI on the eavesdrop-
ping rate and success rate. Obviously, both the eavesdropping
rate and success rate decrease rapidly with the increase of
0,. When o, > 0.5 x 10719, the eavesdropping success rate
is lower than 85%, which is bad for eavesdropping on possi-
ble video signals. When o, > 5 x 10719, the eavesdropping
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performances are essentially the same as the passive scheme
(i.e., TPPA with P .x = 0) since when the SI factor is high,
the jamming signals would cause greater damage to the eaves-
dropping UAVs themselves than the suspicious links. Although
some techniques were proposed to reduce SI, there are still some
residuals in practice, which is one of the reasons why FD radios
are not currently being deployed on a large scale. Therefore,
we provide a HD scheme for situations where SI is not well
cancelled. Specifically, we employ 3 HD moving UAVs, one of
which only transmits jamming signals and the other two only
passively listen, so that SI will not exist while MI can be easily
eliminated. The eavesdropping rate and success rate of the HD
scheme are depicted by the solid and dashed horizontal lines,
respectively. It shows that the eavesdropping rate of HD is very
close to that of the FD model with perfect SI cancellation and
the success rate surpasses 92%, at the cost of one more UAV.

In Fig. 8, we investigate the effectiveness of the penalty
term in collision avoidance. Since in 3D space, the collision
hardly happens even without the collision penalty. To highlight
the performance of collision avoidance, we here enhance the
probability of collisions by setting E,s to fly on the same
2D horizontal plane with S,,s. The collision rate is defined
as C(dgfe) = I@lt{% SOV 1{d (1) < dage} ). Here, we set
o4 = 10 (a parameter in (13)) and the collision rate is calculated
by C(10). It is shown that as the penalty factor v increases, the
collision rate significantly decreases (from 0.26% to 0.009%)
while there are only slight sacrifices of the eavesdropping rates.
Note that the collision rate is calculated with the safe distance
dsafe = 10m. While in real-world scenarios, the radius of a
UAV is typically less than 1 m. When v > 200, C(2) is 0%,
which indicates that the physical collisions can be absolutely
eliminated even in the 2D plane.

In Table II, we provide the empirical complexity in terms
of the (averaged) execution time and floating point operations
(FPOs) in our practical implementations.> The column ‘SCA’ in-
dicates the cost of solving the problem (24) (line 3 in Algorithm

5Qur simulations are conducted on a computer with CPU Intel Core i7-8086 k.
Codes are written in Python 3.6, where CVXPY is adopted to solve the problem
(24), and Tensorflow 1.12 is adopted for the MARL part.
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2), ‘FF’ is the feedforward cost of DNNs in selecting moving
actions (line 4 in Algorithm 2), and ‘Training’ means the total
cost in each training phase (lines 12-20 in Algorithm 2). The
second big column shows the averaged execution time (in ms),
and the third big column shows FPOs, which is a determinis-
tic value and is reported by the built-in function provided by
Tensorflow. The FPOs of SCA is not provided since the detailed
solving process of CVXPY is a black box and they do not provide
a corresponding tool for obtaining FPOs. Taking the learning
curve ‘MAPPO, N = 2, M = 4’ in Fig. 4 for example, the data
collection phase costs 7000 x 1024 x (4.24 4+ 0.52)ms/4 =
8529.27s (the reason of /4’ above is because we adopt 4
parallel processes to collect the data), and the time consumed
on training is only 7000 x 45.3ms = 317.17s. Although the
whole learning process is time-consuming, after the learning,
we can make decisions using the proposed SCA solver and the
well-trained policies in real-time, where the total decision time
in each time-step ¢ is less than 6 ms. It could be noticed that the
complexity in FPOs in N = 4, M = 8 is about 4 times that of
N = 2, M = 4, while the training time is only about 1.8 times.
This is because the real execution time is influenced not only by
FPOs but also by some other factors, e.g., the compilation time
of problems in CVXPY and some optimizations of the Matrix
multiplication algorithm in Tensorflow.

VII. CONCLUSION

In this paper, we employed multiple jamming-enabled UAVs
to collaboratively eavesdrop on the communication information
of multiple suspicious links, where each link is comprised of
a movable UAV sender and its ground destination. Because
it is difficult to use RL to optimize the jamming power that
meets the eavesdropping constraints, we propose to determine
the jamming power with SCA, and then learns the decentralized
policies of moving action by applying MAPPO. We prove
that this decomposed optimization also holds the optimality.
Simulation results verify the effectiveness of both the solver
for jamming power and the decentralized policies for moving
action learned by MARL, and also showed that with the help
of jamming signals, fewer UAVs can effectively eavesdrop on a
larger number of suspicious links.
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