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Abstract—This paper considers an adversarial scenario
between a legitimate eavesdropper and a suspicious communi-
cation pair. All three nodes are equipped with multiple anten-
nas. The eavesdropper, which operates in a full-duplex model,
aims to wiretap the dubious communication pair via proactive
jamming. On the other hand, the suspicious transmitter, which
can send artificial noise (AN) to disturb the wiretap channel,
aims to guarantee secrecy. More specifically, the eavesdropper
adjusts jamming power to enhance the wiretap rate, while the
suspicious transmitter jointly adapts the transmit power and
noise power against the eavesdropping. Considering the partial
observation and complicated interactions between the eaves-
dropper and the suspicious pair in unknown system dynamics,
we model the problem as an imperfect-information stochas-
tic game. To approach the Nash equilibrium solution of the
eavesdropping game, we develop a multi-agent reinforcement
learning (MARL) algorithm, termed neural fictitious self-play
with soft actor-critic (NFSP-SAC), by combining the fictitious
self-play (FSP) with a deep reinforcement learning algorithm,
SAC. The introduction of SAC enables FSP to handle the
problems with continuous and high dimension observation and
action space. The simulation results demonstrate that the power
allocation policies learned by our method empirically converge to
a Nash equilibrium, while the compared reinforcement learning
algorithms suffer from severe fluctuations during the learning
process.

Index Terms— Physical layer security, proactive eavesdropping,
stochastic game, multiagent reinforcement learning.
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I. INTRODUCTION
A. Backgrounds and Motivations

N RECENT decades, wireless communication has played

an essential role in many aspects of social life, by providing
an efficient and convenient way for connecting people. How-
ever, due to the broadcast nature of the wireless channel, the
information security in wireless communications is susceptible
to potential security vulnerabilities. Hence, how establishing
reliable and secure connections in wireless communication
systems is a challenging task. Conventionally, the data trans-
mission security is ensured by applying cryptographic methods
at the higher layer of communication protocols [1]. Due to the
significant improvement of wireless computing power, coupled
with the challenges in distribution and management of wireless
keys, physical layer security has attracted lots of interest
[2]-[5]. Typical technologies of physical layer security were
concluded in [6], such as secure resource allocation, secure
beamforming and precoding, antenna/node selection and coop-
eration, and joint strategies of several above approaches.

The works mentioned above focus on guaranteeing the
security of wireless communications by treating the commu-
nication users to be legal while assuming the eavesdropper
as vicious invaders. However, wireless communication links
could also be utilized by criminals to facilitate their illegal
activities. Especially with the development of infrastructure-
free communications, the illegal information may not be
transmitted through core infrastructure, such that it is hard
to be monitored by conventional surveillance methods [7].
Therefore, to improve public security, authorized parties (e.g.,
government agencies) have strong need to monitor the suspi-
cious communication links.

Passive eavesdropping is a straightforward way in wireless
wiretaps, which simply listens to the dubious wireless con-
nection via a silent eavesdropper. However, with the appli-
cation of high-frequency bands and massive multiple-input
multiple-output (MIMO) in the 5th generation (5G) networks,
the transmit beam is narrowed. When legal eavesdroppers
are deployed far away from the suspicious transmitter, the
passive eavesdropping is inefficient. To improve the moni-
toring efficiency, proactive eavesdropping via jamming was
firstly proposed in [7] and [8], where the full-duplex eaves-
dropper reduced the transmission rate of dubious links by
transmitting jamming signals to enhance the wiretap efficiency.
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Subsequently, the jamming-assisted proactive eavesdropping
approaches were studied extensively in [9]-[13]. Another
novel approach, proactive jamming via spoofing relay was
proposed in [14], where three spoofing relay policies were
investigated to achieve the maximum wiretap rate. Refer-
ence [15] proposed a relay-assisted eavesdropping scheme,
which maximized the eavesdropping rate by coordinating
the central monitor, spoofing relays, and the jammer. More-
over, [16] and [17] proposed the pilot-contamination-based
methods in time-division duplex (TDD) systems, which made
the suspicious transmitter misestimate the channel by utilizing
pilot contamination during the reverse training phase.

Considering the potential countermeasures taken by oppo-
nents' in the physical layer security problems, some works
based on the game theory were proposed. References [18]
and [19] studied the game between a half-duplex eavesdropper
(which acted as either a passive eavesdropper or an active
jammer) and a communication pair in the MIMO system,
in which the Nash equilibrium solution was considered. Refer-
ence [20] studied the anti-jamming problem where the attack
type of the jammer is unknown. Therefore, the problem is
modeled as a Bayesian Game where the utility of communi-
cation nodes are computed based on their individual beliefs.
Reference [21] investigated the defending against full-duplex
proactive eavesdropping in the relay-assisted communication
system by modeling the countermeasure problem as a three-
stage Stackelberg game, where the game operates among
a full-duplex eavesdropper, all relays, and a wireless link.
To combat the full-duplex eavesdropper in the multi-channel
wireless system, [22] formulated the problem as a two-stage
hierarchical game.

In recent years, considering unknown system dynamics,
some works modeled the security problems as stochastic
games [23], which were solved by reinforcement learning
(RL) [24] methods. Reference [25] formulated the prob-
lem of resisting jamming and interference as a non-zero-
sum game, which was solved by the fast deep-Q-network
(DQN) [26]. Reference [27] modeled the defense and attack
in the unmanned aerial vehicle (UAV) communication system
as a prospect-theory-based game and solved it by applying
Q-learning [24], DQN [28], and Win-or-Learn Fast Policy
Hill Climbing (WoLF-PHC) [29]. Reference [30] proposed
two multi-agent reinforcement learning (MARL) [23] algo-
rithms, termed minimax post-decision state (minimax-PDS)
and WoLF-PDS, to obtain the Nash equilibrium solution of
security games with asymmetry information.

The methods mentioned above and some other existing algo-
rithms for solving stochastic games have some non-negligible
weaknesses. 1) Single-agent RL algorithms (e.g., Q-learning,
DQN, and fast DQN) are rational but not convergent since they
violate the stationary assumption required for the convergence
when applying these methods in multi-agent tasks, where
“rational” and “convergent” are two desirable properties for
multi-agent learning algorithms introduced by [29]: A learning
algorithm is called rational if given the stable policies of other
agents, the agent’s policy using this algorithm converges to

'If we stand for the communication link, the opponent is the eavesdropper;
otherwise, the opponent is the communication link.
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the best response (i.e., the optimal counter-policy to oppo-
nents’ behavior) to other agents, and called convergent if
this algorithm will necessarily converge to a stationary state.
These two properties are described in the section III in more
detail. 2) minimax-Q [31], minimax-PDS, and Nash-Q [32] are
convergent but not rational, and minimax-based methods are
only suitable for zero-sum stochastic games. 3) WoLF-PHC
and WoLF-PDS are rational, and it is empirically convergent in
some simple games (e.g., matrix games), but they are difficult
to converge in more complex games. Moreover, these table-
based methods can not cope with the continuous or high-
dimensionality problems, which are typically encountered in
practical communication systems. 4) Reference [33] proposed
the NFSP-DQN by combing fictitious self-play (FSP) [34]
with DQN, and it approached the Nash equilibriums in Leduc
poker and Limit Texas Hold’em, two poker games with imper-
fect information. However, NFSP-DQN is only suitable for
problems with low dimensional and discrete action space.
Besides, because DQN can only choose action deterministi-
cally, NFSP-DQN can not solve games with Mixed strategy
Nash equilibrium (MSNE), even very simple games such as
Rock-Paper-Scissor.

B. Main Contributions

In this paper, we aim to improve the eavesdropping rate of
the legitimate eavesdropper against a malicious communica-
tion pair who tries to protect suspicious information’s secrecy.
‘We model the problem as a general-sum imperfect-information
stochastic game. To approach the Nash equilibrium of this sto-
chastic game and overcome the disadvantages of the existing
methods mentioned above, we enhance the FSP method by
combining it with the soft actor-critic (SAC) algorithm [35].
The main contributions of this paper are as follows:

o Firstly, we consider the adversarial problem between a
legitimate eavesdropper and a suspicious communica-
tion pair in the MIMO system. The full-duplex eaves-
dropper aims to enhance the wiretap rate via proactive
jamming, while the suspicious transmitter combats the
eavesdropping by sending artificial noise (AN) signal and
adjusting the transmit power of information. Moreover,
we assume imperfect self-interference cancellation at the
eavesdropper. Considering the partial observations and
the interrelationship between both sides, we model the
problem as an imperfect-information stochastic game, and
then we obtain the Nash equilibrium policy profile.

o Secondly, to approach the Nash equilibrium of the mod-
eled stochastic game, we develop a novel algorithm,
termed neural fictitious self-play with soft actor-critic
(NFSP-SAC), by introducing the SAC into FSP. In par-
ticular, the NFSP-SAC agent maintains two policies, the
best response and the averaged policy, both of which are
parameterized by deep neural networks (DNN). The agent
chooses actions according to the mixture policy of the
best response and the averaged policy. The best response
is trained by SAC from all historical data stored in a
memory buffer, which is collected by interacting with
the agent’s opponents. The averaged policy is learned
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from the historical behaviors only executed by the best
response policy via supervised learning.

o Finally, the performance of NFSP-SAC is verified by
extensive simulation results. It is shown that our algo-
rithm can asymptotically converge to an equilibrium state,
while the benchmark methods, such as the normal SAC
and the multi-agent RL. method WoLF-PPO [36], suffer
from severe fluctuations and performance degradations
during the learning process.

C. Related Works

To protect transmissions between the transmitter and
intended receiver from potential eavesdroppers, artificial
noise (AN) is generated at the transmitter and is injected
into the null-subspace of the main channel of the commu-
nication user pair [2], [37], [38]. AN is utilized to impair
the eavesdropper’s channel, while not affecting the channel
between the communication user pair. On the other hand,
proactive eavesdropping via jamming was firstly proposed
by [7] and [8] to realize the monitoring of illegal users. Some
works considered both eavesdropping and anti-eavesdropping,
among which [18] and [39] studied the system model similar to
ours. In [18], a jamming game in a MIMO system was studied,
while the eavesdropper operates in half-duplex mode, which
was different from ours. In [39], an eavesdropping game in a
single-input single-output system was investigated, where the
main difference was that Alice cannot send AN. Besides, both
of [18] and [39] did not solve problems in the framework of
learning. Some work (e.g., [27], [30]) modeled the security
problems in wireless communications as stochastic games,
which were solved by RL-based methods, but the considered
problems were widely different from ours.

In this paper, we combine FSP with SAC to solve the
considered eavesdropping game. Fictitious play (FP) [40] is
a standard tool in game theory, which maintains two poli-
cies: the best response and an average policy. However, this
method is only suitable for small-scale games. Reference [20]
applied FP in the anti-jamming game where the type of
the jammer is unknown. Reference [41] enhanced FP by
introducing deep neural networks, and although there was
no convergence guarantee, it still achieved the Nash equi-
librium in a game with fifty agents. Reference [42] proved
the convergence of FP under appropriate assumptions. Ref-
erence [34] proposed a machine learning framework named
FSP based on the generalized weakened FP [43], where the
best response was learned by RL algorithms, and the averaged
policy was learned by supervised learning. Subsequently, [33]
developed NFSP-DQN by combining FSP with DQN to solve
stochastic games with imperfect information. Reference [44]
showed that NFSP-DQN achieved the safest performance in
an autonomous vehicle control game with a non-zero-sum
setting. Reference [45] applied FSP to solve real-time strategy
games, where the policy empirically converged to the Nash
equilibrium. In this paper, SAC is applied to FSP to learn the
best response. We derive the policy gradient of the objective
in SAC with a parameterized policy. Updating the policy by
gradient ascent using the derived policy gradient, the policy
provably converges to at least a local optimum with some strict
conditions according to [46], [47].
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Fig. 1. System model of a three-node MIMO wiretap system.

The rest of this paper is organized as follows. Some neces-
sary backgrounds and definitions are introduced in Section II.
The system model is presented in Section III. In Section IV,
the eavesdropping problem is formulated as an imperfect-
information stochastic game. The proposed algorithm, NFSP-
SAC, which is used for tackling this game, is elaborated
in Section VI. The numerical simulations are provided in
Section VI. Finally, Section VII concludes this work.

Notation: We use bold upper case letters to denote matrices,
bold lower case letters to denote vectors and lower case letters
to denote scalars. (-) and (-)~! denote conjugate transpose
operator and matrix inverse, respectively. det(-) denotes the
determinant of matrix. Iy is the identity matrix of size k.

II. SYSTEM MODEL

As shown in Fig. 1, we investigate a three-node MIMO
wiretap system, where a full-duplex legitimate eavesdrop-
per (Eve) aims to monitor the suspicious wireless link between
a transmitter (Alice) and a receiver (Bob), by proactive jam-
ming. The suspicious nodes Alice and Bob are equipped
with N4 and Np antennas, respectively. Similar to [3], [37],
and [38], we assume that Alice can prevent Eve from
eavesdropping by transmitting AN signals. For the legitimate
monitor, in order to enable simultaneous eavesdropping and
jamming, it is equipped with two sets of antennas, one set
with N7, antennas for receiving (eavesdropping) and the other
set with N}, antennas for transmitting (jamming). Due to
co-located antennas, severe self-interference (SI) may occur
between Eve’s transmit and receive antennas. Although some
techniques (e.g., [48], [49]) have been developed to mitigate
the SI, the residual SI still exists due to some practical con-
straints [3], [13]. Similar to [3] and [48], we model the residual
SI channel at Eve as \/pHpgp, where Hgp € CNEXNE
denotes the imaginary fading loop channel and p parameterizes
the effect of passive SI suppression. We assume that N4 is
larger than Np, so that Alice has additional spatial degrees
of freedom for transmitting AN signals and doesn’t need to
sacrifice the spatial freedom of sending data information. This
assumption could be considered in scenarios where Alice is a
base station or some fixed access point with large-scale anten-
nas, while Bob is a user terminals with less antennas. We do
not assume the relationship between N, and (Np, Ny4). If the
hardware complexity allows, increasing Nz, would probably
help to improve the monitoring performance. Let Hap €
CNBXNa H,p e CNeXNa and Hgp € CNexNE denote the
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Alice-to-Bob, Alice-to-Eve and Eve-to-Bob channels, respec-
tively. We suppose that all elements in the three channel
matrices obey the complex Gaussian distribution CA(0,1),
and channels suffer from Markov block fading. That is, the
channel coefficients keep constant over each transmission time
slot (TS), but may vary according to Markov model between
different TS.

A. Signal Model

The signal transmitted by Alice consists of an information
signal and an AN signal, where the AN is used to pre-
vent being eavesdropped on. The information and AN signal
transmitted by Alice are denoted by x%4° € CN2*! and

xAN € CINa=Nz)x1 regpectively. To perform this transmis-
sion, an Ng X Ny precoding matrix is designed as

W= W5 Wi, (1)

where W1 € CNa*NE jg used to precode x%°, and W4
CNax(Na=Nz) jg used to precode x4 V. In order to ensure that
the AN signal does not interfere with the information signal,
we take W1 and W4¥ as disjoint sets of the right singular
vectors of H 45 [8], [18]. More clearly, WL is comprised of
the right singular vectors corresponding to the Np non-zero
singular values, while W4 is comprised of the remaining
N4 — Np right singular vectors. As such, W4" lies in the
null-space of Hap, ie., HagW4Y = 0. The total signal
transmitted by Alice, x4 € CN4*1 is given by [38]

IS AN qus
xa = Wy Wi ]L(AN}
A

= WXL + W<l 2)

Then x4 is transmitted to Bob via the channel H4p.
Besides, the monitor Eve is transmitting a jamming signal
Xp € CNEX1 to Bob via Hpgp to reduce the received signal
noise ratio (SNR) of Bob. Because HypW4Y = 0, the
received signal at Bob is given by

y5 = VIapgHAsWIxI® + \/gepHEppxp + ng,  (3)

where gap = dz% (dap is the distance between Alice and
Bob) and ggp = dg)é (dgp is the distance between Eve and
Bob) are the path losses with exponent A, respectively, and
ng is the complex Gaussian noise vector with zero-mean and
covariance E{npnf} = 021y,.

On the other hand, due to the broadcast nature of wireless
channel, the signal transmitted by Alice, x4, can also be
received by Eve via Hyg. The received signal at the Eve
is given by

ye = VoarHAor WX + /gasHap Wi x4 N
++pHpexg +ng, 4)
where gap = dZC\E (dag is the distance between
Alice and Eve), np is the complex Gaussian noise with
E{ngnk} = UEINr

The covariance matrices of the received information signals

at Bob and Eve are

Sp = gapHap W Qs (W) "HY 5, )
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and
Sk = garHar W Quus (W) "Hip, (©)

respectively, where Qs = E{xl%(x4%)"}. Besides, the
covariance matrices of the received interference-plus-noise
(IN) at Bob and Eve are given by

Kp = gesHppQu,Hip + 03Iy, @)
and
Kp = gasHap Wi Qean (W4NY)"HY
+ pHpeQx Hip + o3y, (3)

respectively, where Qx, = E{xgxll} and Quav =
E{xAN (x4 )H).

The total transmit power of Alice is denoted by P4’". Let
P, s = tI’(Q IS) and P, AN = tI’(Q AN), which satisfies
PxA = Pyus i Pean < Pt"t Also, the jamming power
of xp satisfies PXE = tr(QxE) < Pjft, where P is the
total power constraint of Eve. We assume that the transmltted
signals on different streams are uncorrelated, so that ngs,
QxﬁN, and Qx,, are diagonal positive semidefinite matrices.

B. CSI Assumption

Although most of existing works assume that the global
channel information is available at Alice and Eve, e.g., [8],
[14], we consider a more practical CSI assumption. In our
model, both Alice and Eve only know partial channel state
information. Specifically, we consider a system that operates in
the time division duplex (TDD) model. Due to the reciprocity
of the channel in TDD systems, we assume that Alice knows
V9asHap by utilizing pilots from Bob during the training
phase, instead of the feedback from Bob, so that Eve can
hardly intercept this channel information. Therefore, Eve is
only assumed to know /oHgg, \/gaeH g and \/9egHEB,
while has no information of \/gapHap. The self-loop chan-
nel Hpr can be estimated beforehand by Eve, and \/gapH Ap
and /gepHEgp could be estimated by overhearing the pilot
signals sent by Alice and Bob, respectively. Besides, we sup-
pose that Bob can estimate Kp in the last TS and feedback
this information to Alice. Similarly, Eve is supposed to know
the Sg and K in the last TS.

Since it is assumed that Alice does not know H 4, similar

to [50], Alice uniformly allocates the transmit power of AN
. . P _an
to each signal in x4, such that Q Ay = itz INa N

Therefore, the equation (8) can be rewritten as
K gAEP AN H W
P NN P

+ pHEppQxHip + opIny . )

MWAT) H g

III. PROBLEM FORMULATION

In this section, we first give some necessary backgrounds
about the stochastic game for self-contained. Then, consider-
ing the interactions between Eve and Alice, we formulate the
eavesdropping problem in the MIMO system as an imperfect-
information stochastic game.
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A. Background Concepts

1) Imperfect-Information Stochastic Game [36], [51]:
An N-agent stochastic game with imperfect informa-
tion can be regarded as the extension of the partial
observable Markov decision process (POMDP) in multi-
agent scenarios. It can be described by a tuple I' =<
S, AL - AN P N o Z 0 ZN O p,y >, At each
time step ¢ € {0,1,---,00}, s¢ € S describes the state of
the environment, and each agent n € N' = {1,2,--- ,N}
executes an action ay € A". Actions of all agents form a
joint action a; € A = A' x --- x AN, This incurs a transition
in the environment according to the state transition function
p(St+1]8¢, ar) (which typically is unknown): S X A x § —
[0,1]. The agent n receives the immediate reward 7} (s, at)
(abbreviated to ri* below) as a consequence of taking the
previous actions. € [0, 1) is the reward discount factor across
time.

At the time-step ¢, each agent n chooses actions based on
the current state s; using the private policy 7" € II", which is
the probability density function conditioned on the state, i.e.,
ap ~ w"(-|s¢), and TI" is the policy space for agent n.
We denote the policy profile as m = {x',--- 7V}, The
standard joint value function (V-function) V7 and the action-
value function (Q-function) ()7 are respectively defined as

(o]
Vir(se) = ETMT{Z Vtr?+k st}
k=0

[ee]
Qn (st,a1) = Brnnd > 3'riilsi, i}, (10)
k=0
where E.r{-} means that the expectation is taken over the
trajectory 7 = (S¢, Qt, St+1,Qe4+1, - - - ), which is generated by
executing the policy profile 7. Let po(s) denote the distribu-
tion of the initiate state sg, the expected performance objective
for each agent n is given by

Jn () = ESNPU{VTZT(S)}' (11)

Assume that the system dynamic is ergodic, and let j.(s) be
the steady state distribution under the policy profile 7, i.e.,
pr(s) = limyoo Pr(sy = s|m). According to the chapter
10.4 in [24], given that po(s) = pr(s),> the objective (11) is
proportional to the average reward, i.e.,

1 I, 1 N
T 1= 'yETN”{Tlgnoo T tz:;rt }= 1— ,yEt{Tt |7},

In(7)

12)

where E.{r}"|7} means the expectation taken over time steps
t when using the policy profile 7. Therefore, maximizing the
discounted objective (11) is essentially equivalent to maximiz-
ing the average reward.

In a partial observable scenario, each agent can only obtain
the individual observation according to observation function
O(s,a,n) : S x A" x N' — Z™. Therefore, each agent n
can only choose actions based on their local observation, i.e.,
ap ~ 7 (|20,

2This could be easily realized in the practical implementations. For example,

let the systems run a long while using the given policy profile 7v and then
randomly select a state, the sampled state obeys the distribution fir .
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2) Best Response: Let w=" refer to the set of all polices in
7r other than 7™. Given a fixed strategy profile 7w=", the best
responses of the agent n against 7w~ " is defined as

13)

3) Nash Equilibrium [32]: A Nash equilibrium of a sto-
chastic game is a policy profile in which each agent’s policy
is the best response against the policies of the others. Formally,
a policy profile ., = {r},--- 7N} is a Nash equilibrium if
for all n € N, it satisfies

In(7s) = Jp (w7 ™), Va. (14)

4) Rational [29]: Given that the policies of other agents
are stable, the learning algorithm is said to be rational if
the agent’s policy using this algorithm converges to the best
response to other agents.

5) Convergent [29]: In a multi-agent stochastic game,
a learning algorithm is convergent if the agent’s policy using
this algorithm will necessarily converge to a stationary state.
This convergence property is usually affected by the learning
algorithms used by other agents. In general, existing works
focused on the convergence in self-play (i.e., all of the agents
use the same learning algorithm). Therefore, the algorithm
is said to be convergent if all agents’ policies converge to
a stationary state in the self-play.

6) Relationship to Equilibrium: In the multi-agent game,
if all agents use a rational algorithm and this algorithm con-
verges finally, the convergence state must be a Nash equi-
librium [29]. This conclusion can be proved by using the
definitions of rational, convergent, and Nash equilibrium. This
provides a criterion for judging whether the empirical results
learned by algorithms are Nash equilibrium.

B(m™") = argmax J,, (7", 7w ").

B. Stochastic Game Representation

In this subsection, we formulate the eavesdropping at Eve
and anti-eavesdropping at Alice as an stochastic game with
imperfect information. In our setting, there are only two
agents, i.e., NV = {1,2}, so that the game is described
as I' =< S, A, A%, r! r2 Z1, 22, 0,p,7v >. Without loss
of generality, we let Alice be the agent 1 and Eve be the
agent 2. For clarity, in the rest of this paper, we replace
the integer superscripts 1 and 2 with the capital letters ‘A’
and ‘E’, respectively. Therefore, the game is re-denoted as
I =<8, A4 AF ¢4 rB ZA ZE O, p,~ >.

1) Action: Let D,j denote the set of all diagonal positive
semidefinite matrices with size k. According to the descrip-
tions in Sec. II-A, the action space of Eve is formally denoted
by A¥ = {Q|Q € D}, ,tr(Q) < Pj'}. The action at the
time-step ¢ is defined as”

af = Qu,(t) € A" (15)

As for Alice, since the power of AN signal is distributed uni-
formly, the action space is A* = {(Q, P)|Q € DY, tr(Q)+
P < P°'}, and the action at the time-step ¢ is

aft = (Quis (1), Pean (1)) € A% (16)
The joint action is
a; = (af,a}'). (17)
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2) State and Observation: At the time-step ¢, we assume
that the system state s; € S is the global channel information
of all links. That is,

st = (vVgaBHag(t), /gapHag(t),
V9esHEB(t), VPHEE(1)).

However, as discussed in Sec. II-B, both Alice and Eve only
have the partial information: Alice only knows /gapHan(t),
and Eve knows /garHar(t), /9esHEB(t), \/PHEE().
Besides, Alice knows the previous signal and IN covariances,
(Sp(t—1),Kpg(t—1)), and Eve knows (Sg(t—1), Kg(t—1)).
Since the channels vary slowly in adjacent time slots, the pre-
vious signal and IN covariances also imply some information
of the current channel state. In order to help the learning
algorithm to better adjust the policy in the absence of the
global channel information, we introduce the previous signal
and IN covariances into the observation. Therefore, at the time-
step ¢, the local observation of Alice z* € Z4 is given by

(18)

7' = (VgapHap(t),Sp(t —1),Kp(t - 1)), (19
and the local observation of Eve zF € ZF is given by
2f = (V9aeHap(t), /9esHes(1),
VPHEE(),SE(t —1),Kg(t —1)). (20)

Note that although the transition of the channel state is
irrelevant with the action, due to the incorporating of the
previous signal and IN covariances into the local observation,
the actions taken by Alice and Eve will influence the following
observation, and then influence the future rewards and actions
in the dynamic learning process. Besides, we will also study
the impact of partial channel state information on the perfor-
mance of both sides in the simulation part.

3) Reward: At time-step ¢, the channel capacities of Bob
and Eve are respectively given by [52]

Cp(t) = log(det(In, + Sp(t)K5' (1)), 1)

and

Cp(t) = log(det(Iny + Sp(t)K5'(t))). (22)

According to [53], when both Alice and Bob have knowledge
of the Eve’s channel, Alice can adopt the secrecy-capacity
achieving scheme so that Eve is unable to decode any fixed
fraction of the message bits. However, in this paper, we con-
sider a more practical scenario, in which neither Alice nor
Bob know the Eve’s channel. As a result, Alice adopts the
coding scheme with a rate of C(t) to transmit information
bits to Bob. According to [7] and [13], if Cg(t) > Cg(t),
Eve can reliably decode the information bits, otherwise it can
not decode the information at an arbitrarily small probability
of error. Since the logarithmic function is a monotonically
increasing function of det(-), to make the reward (to be defined
later) more sensitive to the action variation and thus accel-
erate the learning speed, we replace Cp(t) and Cg(t) with
CB(t) = det(INB + SB(t)Kgl (t)) and CE(t) = det(IN;: +
SE(t)K ' (t)), respectively, in the following reward function
design.
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As for Eve, it aims to reliably eavesdrop on as much
information as possible. Therefore, the reward function of Eve
is designed as

rP(se,a0) = Cp(t) - 1{Cp(t) > Cp(t)},

where the indicator function 1{x} = 1 if the boolean value x
is True, and O otherwise.

As for Alice, it aims to transmit as much information as
possible securely. If C'z(t) > Cg(t), information security is
guaranteed. Otherwise, the information is leaked, and there
will be penalties for each leaked bit. The reward function of
the Alice (or the suspicious Alice-Bob pair) is designed as

r(se,a0) = C()(1 = GGUHCE(t) = Cp(1)}), (24)

where (¢ is the penalty factor of information leakage, and
it can be adjusted according to the required level of confi-
dentiality. For example, if the information is insignificant, (%
can be set to 0, and for very important information, we can
increase (% to guide the learning algorithm to focus on the
confidentiality.

It should be noticed that, in real-world scenarios, it is dif-
ficult for the suspicious pair to know whether the information
is leaked, i.e., the leakage indicator 1{Cg(t) > Cp(t)} is
typically unavailable at Alice or Bob. However, similar to the
worst-case scenario considered in [21], we set a strong adver-
sary for the legitimate eavesdropper by assuming that Alice
knows the leakage indicator. This setup helps Eve achieve
better performance in practical oppositional communication
environments since it is difficult for Alice to obtain the leakage
indicator information for anti-wiretap.

(23)

C. Problem Formulation
In the formulated game I', the target of Alice is
7). (25)

max JA(WA,W
ﬂ-A

According to the discussions in Sec. III-A, the discounted
objective is proportional to the average reward, and because
the logarithmic function is monotonic, the problem (25) is
equivalent to

max B {Cp(t)(1 - (LI{Cr(t) > Cr(O)})lr", 7"} (26)

The target of Eve is

max Jp(n?, oF), (27)
which is equivalent to
maxE{Cp(t){Cr(t) > Cp()})|x*, 7"} (28)

The objective function in (28) is termed as eavesdropping
rate [7]. Two other important metrics in eavesdropping tasks
are the relative eavesdropping rate and eavesdropping non-
outage probability, which are defined as [7]

E{Cp()1{CE(t) > Cp(t)})[r", 7}
E{Cp(0)[r4, 7} ’

(29)

and

E{1{Cr(t) > Cp(t)})|x", =7}, (30)
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respectively. We stress that solving (27) does not necessarily
maximize the relative eavesdropping rate and eavesdropping
non-outage probability, while we use them as demonstrated
metrics in the simulation results.

According to the definition of Nash equilibrium, if both
of Alice and Eve achieve their goals, the policy profile
m = {74, 7F} will be a Nash equilibrium. According to the
theorem 3.1 in [54], we can obtain the following proposition
about the existence of Nash equilibrium.

Proposition 1: For each agent n € {A, E'}, suppose that
the policy space II" is equicontinuous® and bounded.* Then
there exists at least one Nash equilibrium in the considered
problem.

Proof: We give the proof in Appendix A.

IV. LEARNING ALGORITHM FOR STOCHASTIC GAME

The objectives of Alice and Eve are to solve the prob-
lems (25) and (27), respectively. For the practical pur-
pose, we assume that Alice and Eve neither know each
other’s behavior nor exchange information. Therefore, Alice
or Eve learns independently using the local trajectories
{28, ap,rf, 28 1 his0,n € {A,E} collected by interacting
with others. In the independent learning framework, the oppo-
nent can be treated as part of the environment. Therefore the
objective of the agent in the framework could be regarded as
a single-agent task

max J(7),

€1V

where the subscript about agent index is omitted since we
consider an arbitrary agent. The most straightforward way for
solving (31) is to apply a common RL algorithm on each
agent to learn the best response. However, the problem is not
a real single-agent task, but rather a task in which the opponent
policy would continuously change during the learning process.
Thereby, the policy learned by common RL methods would be
unstable, which may lead to non-convergence and performance
degradation.

A. FSP Algorithm

In order to tackle the unstability and find the Nash equilib-
rium in multi-agent tasks, [34] introduced a general framework
named Fictitious Self-Play (FSP). The brief pseudo-code is
given by Algorithm 1. Since the learning process does not
require extra information from other agents, we omit the agent
index in the description of the algorithm. In this algorithm,
each round j of learning includes three main phases. In the
first data generation phase (i.e., GenerateData function), the
agent interacts with opponents using the mixture policy o of
the best response 3; and the average policy 7;_1. Specifically,
at the beginning of the data generation phase, we set the policy
as (3; with probability 7; and as 7;_; with probability 1 —n;,
where 7); is called ‘anticipatory parameter’. Then the agent
chooses actions using the mixture policy o. The collected

3For every € > 0, there exists § > 0, such that if la? — a?\ < d,ay, a? S
A™, then |77 (ai|s) — m"(aj|s)| < e, Va™ € II™, s € S.

4There exists a finite number M > 0
maXseS,ane An |ﬂ.n(an‘s)‘ <M.

such  that
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data is stored in two separated memory buffers: the memory
buffer Mgy, for RL stores all the transitions (2, at, 7, 2¢+1)
since off-policy RL algorithms can learn the best response
from historical experiences, and the memory buffer Mgy,
for supervised learning stores the agent’s behavior from the
best response (3; since the average policy 7 aims to fit the
average policy of all the past best responses of its own. In the
second phase, the agent updates its best response by RL (i.e.,
RLProcess function) using the data from Mpgy. Finally, the
agent updates the average strategy by supervised learning (i.e.,
SLProcess function) using data from Mgy,.

Algorithm 1 [34] General FSP for an Arbitrary Agent
function FSP(I")
Initialize j = 1, policy 7j_1, and 3; < m;_1
Initialize memory buffer Mgz, M gL
for j =1,2,--- , until convergence do
Choose anticipatory parameter 7);
Mg, Mpgr, «— GenerateData(m;_1, 3;,1;)
Bj+1 < RLProcess(Mpr,)
m; < SLProcess(Mgr)
end for
return 7;
end function
function GenerateData(r, 3, 7)
. m, with probability 1 —n
Set policy o = ] .
(B, with probability 7,
Initialize ¢ = 1 and observation z;
fort=1,2,---,T do
Execute action a; using policy o
Observe reward 7, and next observation 241
Store all transition (2, at, ¢, z¢41) into Mgy,
if agent choose action from policy 3 then
Store (z¢,a;) into Mgy,
end if
return Mgy, Mgy,
end function

The original FSP adopted a table-based RL and supervised
learning algorithm, while in our problem, the state and action
spaces are continuous, so that the table-based FSP can not
be utilized straightforwardly. Reference [33] proposed the
NFSP-DQN by combing FSP with DQN, and NFSP-DQN
approached the Nash equilibriums in imperfect information
games with high-dimensional observation space. However,
DQN can only solve problems with low-dimensional and
discrete action space. Although we can discretize the action,
DQN performs badly in discrete action space with a large
number of feasible actions, and the action discretization would
bring extra quantization errors. Besides, due to DQN can
only choose action deterministically, NFSP-DQN can not solve
games with Mixed strategy Nash equilibrium (MSNE), even
very simple games such as Rock-Paper-Scissor.

In order to deal with the continuous observation and action
spaces in our problem, we develop the NFSP-SAC by combin-
ing the FSP with SAC, which is a deep RL algorithm based
on the actor-critic framework. In NFSP-SAC, both the best
response policy (5 and average policy 7 are parameterized by
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artificial neural networks (NN). We will give the RL process
and supervised learning process in detail in the following two
subsections.

B. Reinforcement Learning Stage

In this subsection, we use SAC to learn the best response
[ using the historical data stored in Mpy. Different from
traditional RL methods, SAC augments the objective function
by adding the entropy of the policy to the reward. By doing
so, the exploration of the policy is enhanced, and the agent is
encouraged to search several near-optimal policies, avoiding
falling into the local optimum in the game. With a current
policy m, the entropy augmented reward is given by [35], [55],

(32)

where H(p) = — [ p(x)log p(x)dz is the differential entropy
function, and « is the temperature parameter which indicates
the relative importance of the entropy in the reward. Therefore,
the standard value function is transferred to the following
entropy augmented one,

ri =1+ aH(m(-|st)),

(o)
V7 (51) = Bran{ Y V¥ lrern + aH(w(|sian))lls},  (33)
k=0
which is called soft V-function. Note that superscript is 7
rather than the joint policy 7 since we learn from the view of
single agent. Similarly, the soft Q-function is given by

Q" (st,a)
= Ernnd Y reen + @) Y H(m(lsern))]lse ait
k=0 k=1

=1+ 7E8t+1'\/p{vw (St+1)}' (34

The relationship between Q™ and V'™ is given by the following
derivation

V7 (51) = Eayor{ Q" (510,01)} + aM(n(-|51))
— Eupr{Q7(s1,00)} — a /A m(als1) log 7(als,)da

= Eq,on{Q7 (5¢, 1) — alog m(ac|ss)}. (35)

Therefore, the objective is to find the optimal policy which
maximizes the following expected soft V-function,

J(m) = ESNPO{VW(S)}
= Eswpo{Ea~7r{Qﬂ'(sv a) - Othg’lT((l|S)}}.

When « approaches to 0, the objective in (36) degenerates to
the standard form in (25) or (27).

Because action spaces of both Alice and Eve are continuous
in our setting, the value-based RL methods, such as DQN, are
not suitable for solving this problem. Therefore, we will use
the policy-based RL method to maximize the objective defined
in (36). In the policy-based RL methods, the policy is updated
by gradient ascent algorithms with the policy gradient [24],
i.e., the gradient of the objective with respect to the policy.
In practical implementations of DRL, the policy is typically
parameterized to a tractable function using NN. In this work,
we parameterize m to my with parameters §. With the para-
meterization of the policy 7, the policy gradient of J(my) is
given by the following theorem.

(36)
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Theorem 1: Let p(s — s',t,mp) denote the state transi-
tion probability from s to s’ after ¢ steps with policy .
The discounted state distribution (as in [56]) is defined as

pre(s') = (1—7) stS S o po(s)p(s — s',t, mg)ds. Then,

1
— V™ (s) — alog 779(@|5))}7

where Esp. amml: "} = [gPro(s) [4mo(als){--- }dads.
Proof: We provide the proof in Appendix B.

In practical implementations, the agents will calculate the
gradient using the off-line data stored in Mpy, while the
distribution of these states does not obey pr,(s) in general,
which may introduce biases. However, according to the Off-
policy Policy-gradient theorem in [46], replacing pr,(s) with
an arbitrary distribution p,(s) in (37) is also a good gradient
to improve the policy. Therefore, by ignoring the constant
coefficient and replacing p, with py, the policy gradient (37)
is modified to

1
Vo (7o) = T Esvpryanmi {Vo log mo(als)(Q™ (s, a)
(37)

Al = Eswl)b,awm){ve IOg o (Cl|$)
X (Q’”’ (s,a) = V™ (s) — alogwe(a|s))}.

Updating the policy by gradient ascent with (38), the policy
provably converges to at least a local optimum under some
strict conditions [46]. However, these conditions for guaran-
teeing the convergence are so strict that the learning speed
is slow and thus impractical. Based on the policy gradient
in (38), we will give the practical algorithm. In DRL, the
soft Q-function Q™ is represented by (), with parameters w,
and soft V-function V'™ is represented by V;, with parameters
¢. In principle, we do not need a separate approximator Vy
for V™, due to the relationship between V™ and Q™ in Eq.
(35), but in practice, this extra function approximator can
stabilize the learning process [35]. Replacing Q™ with Q,,
the estimation of Vy.J(mg) with one sample z; drawn from
MRy is given by

Aby = Vg IOgﬂ'G(atlzt)(Qw(zt;at)
—Vi(2:) — alogmo(ar|zt))

(38)

(39)

where we substitute state s; in policy and value functions
with z;, since the agent only has the partial observation in our
partial observable setting. It should be noticed that, to ensure
that Ad; in (39) is an unbiased estimation of A in (38), the
action a; in (39) is generated according to mg(-|z¢), rather than
sampled from Mpgy.

Compared with updating the gradient using one sample,
it is usually more stable and computationally advantageous
to update the parameters by using mini-batch data, i.e., a part
of the sampled trajectory. Consequently, the mini-batch update
for 6 using the gradient ascent is given by

B
0—0+m > A,

i=1

(40)

where 1) is the step size of 6, i is the renumbered sample tag,
and B is the size of mini-batch data.
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The initial value functions are parameterized arbitrarily,
which should be updated to the accurate values. The para-
meters ¢ for V; are optimized by minimizing the following
the mean-squared error (MSE) loss function,

1

§]EZtNMRL { (th (Zt)

— Eaymmg [Qu (21, ar) — alog We(atlzt)])2}7 (41)

L(¢) =

where E,, a1, { - - } means the sample average over z; sam-
pled from M g, uniformly. The unbiased gradient estimation
of the loss in (41) is given by

A¢y = V¢V¢(zt)(V¢(zt) —Qu(z,a¢) + alogwa(at|zt))).
(42)
In (42), a; is generated based on my(-|z¢) to maintain the

unbiasedness. The parameters w for @, are optimized by
minimizing the squared Temporal-Difference (TD) error,

1 ~
L(w) = E(Zt7(lt7Tt7Zt+1)NMRL { 5(@(4} (Zt) at) - Q(ztv a’t))Q})
(43)
where
Q(zt; at) =T+ 7E2t+1~p(~|zt,at){Vé(zt—i-l)}- (44)

Similar to DQN, we adopt a target V-function Vj to stabilize
the learning process, whose parameters ¢ are updated by
moving-average. That is, in each training step, ¢ is updated
according to,

(5(_V¢+(1_V)(Ea

where v € (0,1] is the moving average parameter. In the
sampled fashion, the gradient approximator of (43) is given
by

Awp = Vi Qu(2t, a1)(Qu (2, ar) — 11 — ’YV43(Zt+1));

where (z¢, at, 14, 2¢41) is drawn from Mgy,. Then, the para-
meters of V; and (), are updated by using mini-batch gradient
descent,

(45)

(46)

B
¢ —d—ns Y Ads,

(47)
i=1
B

W — w—anAwi, (48)
i=1

where 74 and 7, are the respective step sizes of ¢ and w.

C. Supervised Learning of NFSP-SAC

Let m,,, be the real unknown average policy of the
previous best responses, and the approximated average policy
is parameterized by 7. In the supervised learning stage, our
objective is to fit the approximated average policy to the real
one. The similarity between two distributions can be measured
by the Kullback-Leibler (KL) divergence. For example,
letting p,q be two probability density functions defined
over =z, the KL divergence between p and ¢ is
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_ p(z)
Drr(plle) = [, p(x)log oy d- Therefore, we fit m,

t0 gy by minimizing the following expected KL divergence,
L) = Bz {Drer(Tavg (-|20)[ [y (-]]20)) }

Tav (at|zt)
=E, av log ="
A oo tog T2 )

=E,, a4~ Taug {log Tavg (at|z¢) — log T (atlze)}  (49)

With a given data (z¢,a;) drawn from Mgy, the unbiased
gradient estimation of Eq. (45) is give by

Apy = =V y log my (at]2e),

which is independent of 7., 4. The update rule for 6, within
a given mini-batch is

(50)

B
Y —ny > Ay (51)
i=1

D. NFSP-SAC Algorithm

The structure of NFSP-SAC for an arbitrary agent is
depicted in Fig. 2, where the parts of RL stage are painted with
yellow, and the parts of SL stage are blue. Besides, the detailed
pseudo-code is given in Algorithm 2. At the beginning of each
episode, the agent selects the policy 7y or 7, according to the
anticipatory parameter 7, and the selected policy is used in this
episode. Buffer Mgy, stores (z;, a;)i~o only when o = my.
My, stores all the transitions (z¢, at,7t, zi+1)t>0. In each
training step, the agent uniformly draws data from Mg, and
then updates parameters 6, ¢ and w according to (40), (47)
and (48), respectively. Parameters of the approximated average
policy v are updated according to (51) using data from Mgy.

In the practical implementations, we set Mgy, as a buffer
with a fixed size, where the data storage is subject to the first-
in-first-out principle. This is because in the multi-agent game,
the opponent’s policy is continuously changing and thus the
agent can not learn the best response to the current policy of
the opponent using the data sampled from too earlier. The SL
buffer My, is a reservoir buffer that stores all the input data
since the averaged policy aims to intimate all the historical
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behaviors from the best response policy. Besides, different
from the original FSP in Algorithm 1, we carry out the data
collection and gradient update alternately, since running both
of the RL and SL processes until completely convergence
would be computationally expensive.

Algorithm 2 NFSP-SAC for an Arbitrary Agent
Initiate value functions @, V with arbitrary parameters w, ¢
Initiate target function V; by assigning ¢ to é
Initiate policies g,y with parameters 6,1}
Initialize memory buffers Mgy, and Mgy,
Set global step counter Clzep = 0
Set anticipatory parameter 7
Set update interval N,, be a integer
for episode = 1,2, --- until terminal do
Ty, With probability 1 — 7

Set policy o = . -
my, with probability 7,

Observe the initial observation zq
for each step t = 1,2,--- ;7T do

Agent executes action using policy o

Get the reward r;, and the next observation z;1

Update the global step counter csiep < Cotep + 1

Store the transition (z¢, at, ¢, 2¢4+1) into Mgy,

if the agent choose actions according to 7y then
Store the state-action pair (z, a;) into Mgy,

if Cstep is divided by N, evenly do
Sample data from Mp; and reindex
{zi,ai,mi, zip1 2
Update A# according to (40)

Update ¢ and w according to (47) and (48) respectively
Update target function: ¢ « 7¢ + (1 — 7)¢
Sample data from Mgy, and reindex {z;, ai}f;l
Update 1) according to (51)

end if

end for
end for

V. NUMERICAL SIMULATIONS

In this section, we first give the simulation settings. Then
we provide the simulation results with discussion and analysis.

A. Simulation Setups

1) System Setups: We will use the following parameters
without other specified. We set Ny = 4 and Np = N, =
N} = 2. The noise power is assumed to be the same at
Eve and Bob: 0% = 0% = 10~®mW. The power constraints
of Alice and Eve are PY" = 3mW and Pj* = 10mW,
respectively. The self-interference coefficient p = 5 x 10710,
We fix the distance between Alice and Bob to dag = 200m,
and the path-loss exponent A\ = 3.48. Eve moves along the
perpendicular bisector of the line between Alice and Bob,
so that dag = dgp. We default dugp = dgp = 200m,
and the impact brought by the distance variation would be
investigated. The channel transition is modeled as a Markov
process. That is, H(t + 1) = /1 — kH(t) + \/x®(t), where
H <€ {Hap,Har,Hgg}, the random variable ®(¢) obeys the
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Fig. 3. The structure of policy g.

complex Gaussian distribution CN(0,1), and £ = 0.05. The
imaginary channel Hgp varies slowly, so that we simplify
it to be a constant matrix. The penalty factor of information
leakage ¢y = 2.

2) Structure of Policy: The detailed structure of policy is
given in Fig. 3 (taking mp for example). Given the input
2t, NN outputs the means pg(z;) and standard deviations
09(2¢). The raw action a; = pg(z:) + € © op(2t), where €
obeys the the standard Gaussian distribution, and © denotes
the element-wise product. Therefore, the raw action a; is a
non-bounded Gaussian variable. To satisfy the power con-
straints, we transform the raw action according to the follow-
ing method, i.e., action transformation in Fig. 3. We define
a function c¢(z) = %, where tanh(x) is the hyper-
bolic tangent function. This function maps x into the interval
[0,1]. Let aF = (aF(1),---,aF(NL + 1)) represent the raw

action of Eve and diag[- - - | denote the diagonal matrix. Then
transmit power of Eve is Px,(t) = c(aF(1)) - P!, and
the covariance matrix of the signal is Qx,(t) = Px,(t) -

di af@2)), - ,caf (Nt . . .
agle(a; (f,)t);rl cl@y (NptD) - For Alice, the raw action is a
i e@f (i)
vector @' = (ai*(1),---,a?(Ng + 2)). We let Py, (t) =
c(@;*(1))P". Then Pyrs (t) = (@ (2)) - Py (1), Qurs (t) =

ngs (t).diag[C(éf‘(B))w7C(éf(NB+2))]’ and PxﬁN(t) =P, (t)—

BT (@i (i)
Py1s (t). By the above action transformation, the peak power
constraints can be satisfied. Moreover, raw actions are stored
in Mgy, and Mgy during the learning process.

3) Hyperparameters: We set the learning rates ng = 1y =
Nw = Ny = 3 x 107*, discount factor of rewards v = 0.99,
the temperature parameter = 0.05, and the anticipatory
parameter 17 = 0.1 [33]. All the policies and value functions
are parameterized by adopting the two-layer Rectified Linear
Unit (ReLU) Multi-Layer Perceptron (MLP) with 128 units per
layer. The length of each episode 7' = 1000. For each interval
N, = 100, parameters are updated for 10 rounds. The mini-
batch size B = 128, and the moving average factor is set to
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Fig. 4. Comparison of learning processes among different algorithms.

be v = 0.005. The sizes of memories are 200 thousand and
2 million for My and Mg, respectively.

We will demonstrate the simulation results by comparing

our work with following benchmark algorithms:

1) SAC: We apply this common RL algorithm to both Alice
and Eve. Each agent makes decisions only according to
the policy learned by SAC. The parameter update rules
have been given in Sec IV-B.

2) WoLF-PPO [36]: This method combined the WoLF
principle [29] with proximal policy optimization (PPO)
algorithm [57]. When the policy is better than the aver-
aged one, the agent learns conservatively by adopting a
low learning rate, otherwise, it would update the policy
parameters aggressively using a high learning rate. The
WOoLF principle maintains an average policy g, q. If

/Wa(GISt)Q’T(St,a)dSZ/Wavg(GISt)Q”(St,a)d&
A A
(52)

the learning rate 1y = n;, otherwise 19 = n,, where
"—’; > 1. Since the integration (52) is hard to calculate,
we discrete the action for simplicity. Specifically, each
action dim is discrete to 10 intervals. For more details
please refer to [29], [36] and [57].

3) NFSP-DQN [33]: NFSP-DQN is the combination of FSP
and DQN. The main difference from our NFSP-SAC is
that DQN is adopted in the RL phase. NFSP-DQN can
approach the Nash equilibriums in two poker games.
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Fig. 5. The utility performance comparisons between DQN and SAC at
Alice’s side with fixed Px,.
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Fig. 6.  The impact of available channel information on eavesdropping
performance when confronting the fixed or smart Alice.

This method is only suitable for problems with low
dimensional and discrete action space. Therefore, similar
to Wolf-PPO, we discrete the actions in NFSP-DQN for
comparisons.

B. Simulation Results

Fig. 4 compares the average utility of different approaches
in the same eavesdropping and anti-eavesdropping system.
For each algorithm, we run four independent experiments.
The shadows are the fluctuation ranges during the learning
processes. It is shown that our NFSP-SAC converges to a
steady-state asymptotically with a small fluctuation range.
According to the relationship of convergence and rationality to
equilibrium stated at the end of Sec. III-A, since NSFP-SAC
is rational which is inherited from SAC, the convergence state
is a Nash equilibrium. However, SAC fluctuates severely in
the whole learning process and has several sharp peaks. This
is because the continuous change of the opponent’s policy
will lead to the change of the system dynamics, such that
the fundamental requirements of convergence of common RL
algorithms are violated. Although WoLF-PPO has converged
to the Nash equilibrium on several simple matrix games,
e.g., the Prisoner’s Dilemma and Matching Pennies games,
it performs badly in our task, which is more complicated.
The non-convergence of WoLF-based methods on complicated
tasks also was observed in [58]. Note that the learning process
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of NFSP-DQN also asymptotically converges to a stable state,
and the average utilities of both Alice and Eve are even higher
than that of NFSP-SAC. However, although DQN is rational
in theory, it lacks rationality in problems with large discrete
actions space, Therefore, this result is far away from the Nash
equilibrium. An intuitive result is that Alice should transmit all
the feasible power, i.e., P4(t) = 3mW,Vt. However, we find
that the average transmit power of Alice in NFSP-DQN is only
2.36mW , while in NFSP-SAC it is about 2.98mWW . Actually,
in games, the utilities at Nash equilibrium are not necessarily
the highest. A well-known example is the Prisoner’s Dilemma,
in which the term of penalty for both two prisoners at the Nash
equilibrium is longer than that at one of the non-equilibrium
points. To further verify that the DQN is lacking in rationality,
and thus the policy profile learned by NFSP-DQN is not a
Nash equilibrium, we make the following comparison.

In Fig. 5, the power covariance matrix of Eve Qx, is
fixed to iPIt;tIN}E for jamming, and both SAC and DQN
are applied to Alice. It is shown that DQN is inferior to
SAC in both learning speed and performance. In particular,
DQN takes one million steps to achieve the steady-state,
while for SAC, it only takes about a second as many steps
as DQN. Besides, there is a gap of about 0.8 between the
steady-state utilities learned by SAC and DQN, which verifies
that DQN is lacking in rationality in the considered problem.
The degradation in performance of DQN may result from the
quantization of action space. As described in the structure of
policy in Sec. V-A, the dimension of @” is N, + 2. In our
settings with [V, = 2, we have discretized each element in atE
with 10 intervals, then there are 11V+2 = 14641 available
actions, which significantly increases the difficulty of learning.
The comparison results in Fig. 5 imply that in the RL stage of

200 225 250 275 300 00 125 150 175

(b)

(a) Eavesdropping non-outage probability, (b) Eavesdropping rate and (c) Relative eavesdropping rate versus different d 4  with different noise power.

200 225 250 275 300 100 125 150 175
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ae (m)

de(m)

(©)
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FSP, the policy learned by DQN is not the best response to the
opponent. Therefore, the policy profile learned by NFSP-DQN
is further away from the Nash equilibrium than that learned
by NFSP-SAC.

In Fig. 6, we investigate the impact of partial channel
information on eavesdropping performance. The observation
at Alice remains the same as that defined in Eq. (19). The
term ’Local’ denotes that only the local observation (defined
in Eq. (20)) is available at Eve, and ’Global’ means that
Eve knows all the channel information, including H4p5. The
suffix ’-Fix’ denotes that Alice applies a fixed power for
sending information signal and AN. In particular, we fix that
Quiz = 0.55P 42, and Pan = 0.45P". The suffix -
G’ indicates the game formulated in Sec. III. Each curve is
plotted by running four independent experiments. When Alice
adopts the fixed action, the problem is degenerated to a regular
single-agent RL problem, so that we can train the policy of
Eve using SAC. In the game scenario, NFSP-SAC is adopted.
It is shown that the average utility of Global-Fix significantly
outperforms that of Local-Fix. This indicates that when Alice’s
policy is fixed, knowing H4p would bring great benefits to
Eve. However, the gap of steady-states between local-G and
global-G is marginal, which means that knowing more channel
information may not bring more utility to Eve in the game.
A possible reason is that although Eve has more information
to adjust its policy, Alice also can adapt its policy to reduce
transmission power against Eve’s eavesdropping.

In Fig. 7, we have illustrated the relationships of eaves-
dropping rate, non-outage probability, and the relative eaves-
dropping rate and different constraint of power at Eve P
Moreover, the effect of the receiving antennas of Eve Np
on the eavesdropping performance is studied. The definitions
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of these metrics can be found in Sec. III-C. In Fig. 7a,
except for the case with Pi* = 1 and N}, = 2, the eaves-
dropping rate decreases with the increase of PL*. This is
because when the jamming power increases, the intelligent
Alice also could reduce information signal power Py:s and
enhances the AN power P, an to combat the eavesdropping.
The decreasing eavesdropping rate in the game does not mean
that we should use a small P’ in game scenarios, since
both the eavesdropping non-outage probability and the relative
eavesdropping rate significantly increase with the increasing
of Pi*'. Obviously, the average reward learned by Alice
should be greater than or equal to 0, since the worst case
for Alice is not to send any information signals. Therefore,
for the well-trained policy profile {77’4, 71, it is conceivable
that E{Cp(t)(1 — CAJI{CE() Cp®)}lrt, nF} > 0e
CB(t)]]fE{f?gg()SliB(f)‘g 77} < 1 The right hand at the two-
way arrow is the relative eavesdropplng rate. Therefore, in the
current setting with (% = 2, the upper bound of the relative
eavesdropping rate is 50%. Note that When Np = 4 and
Pjet = 20, the relative eavesdropping rate is very close to
this bound.

In Fig. 8, we present the eavesdropping non-outage prob-
ability, eavesdropping rate and relative eavesdropping rate
versus the distance between Eve and Alice with different noise
power (0% = 02 = 02). As shown in Fig. 8a and 8c, with
the increasing of dag, both the eavesdropping non-outage
probability and relative eavesdropping rate decrease due to the
increase of path-loss. Besides, it is shown that the decline rate
of both the eavesdropping non-outage probability and relative
eavesdropping rate with distance d4p slightly increase with
the increasing of noise power. When d 4 increases to 300m,
the eavesdropping non-outage probability approaches to zero,
which implies that in the high path loss scenario, e.g., urban
area, it may be difficult to eavesdrop on information even if
proactive eavesdropping is taken. For the eavesdropping rate,
as shown in Fig 8b, it does not increase monotonically with
the decreasing d4p. Because as d4p decreases, the quality
of the eavesdropping channel becomes better than that of the
channel between Alice and Bob. When Alice finds it difficult
to avoid being monitored, it would reduce P, IS > SO that
the eavesdropplng rate decreases. Also, we find"that when
0?2 = 10~8mW, the peak eavesdropping rate is achieved at
dagp = 200m, and when the noise power decreases, dap
corresponding to the peak eavesdropping rate also reduces.

VI. CONCLUSION

In this paper, we have investigated an adversarial scenario
in a multiple-input multiple-output (MIMO) system between a
legitimate eavesdropper and a suspicious communication pair
comprised of a transmitter and a receiver. Due to the lack
of channel information and dynamic variation, this adversar-
ial problem is formulated as a stochastic game with partial
observation. To obtain the Nash equilibrium, a deep reinforce-
ment learning based algorithm, NFSP-SAC, is developed by
combining FSP with the state-of-art RL method SAC. The
simulation results demonstrate that NFSP-SAC can converge
to a steady state, overcoming the fluctuation of common RL
methods in the game. Since NFSP-SAC is rational, according

8901

to the relationship of convergence and rationality, the steady
state is a Nash equilibrium. Besides, by changing the power
penalty factor, the available CSI, and the location of Eve, it is
observed that transmitting more jamming power, having more
CSI, and better quality of the eavesdropping channel does not
necessarily lead to higher eavesdropping rate as Alice can
intelligently adjust its policy to combat the fiercely attacking.

APPENDIX A
PROOF OF PROPOSITION 1

We give the proof in N-agent scenarios, which is more
general.

According to the theorem 3.1 in [54], if II™ (policy space
of agent n) is compact and convex, J,(-, 7~ ™) is quasi-
concave on II", and J,, is continuous on IT = X,ca 11",
then there exists at least one Nash equilibrium point 7, =
{ml,--- 7N}, Utilizing the content of mathematical analysis
n [59], it is easy to prove that if 11" is equicontinuous and
bounded, then it is compact and convex. In the following
Lemma 1 and Lemma 2, we will prove that J,(-, 7= ") is
linear (also quasi-concave) on II" and J,, is continuous on II,
respectively.

Define the distance between any two functions f and g as

d(f,g) = max |[f(als) - g(als)]. (53)

max
The distance defined in Eq. (53) is obviously a metric.
Lemma 1: In the considered system, for any agent n,
a policy 7" = an + (1 — a)7%,Va € [0, 1], Vr}, 7§ € 11",
and every 7w~ "™ € I ", it holds that
Jn(m,w ") = ady (7, ) + (1 — ) Jp(nh, = ").
(54
Proof: As in [56], let p(s — s',t,m) denote the state
transition probability from s to s’ after ¢ steps with policy .
The discounted state distribution is defined as p.(s) = (1 —
Y) Js >oreo v Po(so)p(so — s,t,m)dsg. According to [56],

! "(s,a)dads
[ s /A #(als)r (s, a)dad

L—x
1
= — p(s)/ " (als)™ (s,a™)da"ds
1-— Y Js n
(55)

where 7 (s,a™) Janm (@ "[s)r"(s,a)da™", and
px(8) is changed to p(s) since the channel state transition in
our system has no relevant with the policies. Then plugging
7" = arnf + (1 — a)7d into Eq. (55), it is readily obtained
that

Jo(mt ") =

In(m) =ad,(nl, 7 ")+ (1 — ) (7y, 7w ™).  (56)

This completes the proof. U
Lemma 2: For each n € N, J,, is continuous on II.
Proof: For w,my € II, let AT°(s,a) = Qr°(s,a) —
V.70 (s). According to [60], we have

|Jn( )_Jn(ﬂ'oﬂ
:\1_ /m()/ (a]) AT (5, @)dads|

pﬂ ‘/ (als)A

I /\

— mo (s, a)da‘ds (57)
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8902

It was proved in [60] that | [, w(a|s)AT°(s,a)da| <
2 dpy (, 7)) max, q |A7°(s, a)|, where

1
dry (0, 70) = §m€a§</ im(als) — mo(als)|da
s A
< maxses qea |w(als) — mo(als)| / da
2 A
_ d(m,mo) / da, (58)
2 A

Since the action space A is bounded, M 4 = f A da is a finite
number. Therefore, we have

[ulm) — (o)) < AT T ATN s[4 (5, 0)]

L=~
(39

_ c(1—y)
For any € > 0, let § = Mamare o AT (sa)] Then whenever

d(m,my) < 6, |Jp(m) — Jyu(mo)| < € holds. This completes
the proof. U

APPENDIX B
PROOF OF THEOREM 1

This proof follows the same lines of the standard stochastic
policy gradient theorem in [61]. We start from the derivative
of V7o (s),

VoV (s)
=V /aeA (ﬂg(a|s)(Q’”’(s,a) - ozlogﬂg(a|s)))da
@ /QEA {Foms als) Q™ (s, 0)

+mo(als)Ve(r(s,a) + 'Y/

s'eS

p(s]s,a)V™ (s")ds")

—aVymg(als)logmg(als) — amg(als)Vg log W@(a|s)}da
®)

B Vomg(als) (Q”" (s,a) —alog Wg(a|s))da
ac

+’y/ W@(a|s)/ p(s'|s,a) VeV 7™ (s')ds'da
acA s'€S

= Angg(a|s)(Q”9(s,a) — alogmg(als))da
ac

+’y/ p(s — s, 1,m9) VeV 7 (s)ds, (60)
s’eS

where in (a), the last term is omitted since
Jamo(als)Vglogma(als)da = [, Vgmg(als)da = 0,

and in the second term of (b), we exchange the order
of integration according to Fubini’s theorem, and then
substituting [, mo(als)p(s’|s,a)da with p(s — s',1,mg).
Then, unrolling the above formula iteratively, we have
VoV™(s)

- / Voma(als) Q™ (s, a) — alogmo(als))da
acA
iy
s'eS
Vomo(als')(Q™ (s',a) — alogmg(als’))dads’
acA

p(S - S/a ]-77(‘9)
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+ry2/ p(5—>5/,1,71'9)
s'eS

X / p(s’ — 8", 1,79)VeV7™ (s")ds"ds’
SNES
= / Vomo(als)(Q™ (s,a) — alogmy(als))da
acA

+rY/ p(8_>8,715779)

s'eS

X Vomg(als') (Q™ (s, a) — alog mp(als))dads’
acA

—|-ny/ p(s — §',2,m) VeV (s")ds
SO/OES
(:C) / Zrytp(s_)sl,t77ra)
s'€S 1o
X / Vomo(als') (Q™ (s',a) — a(log mo(als’))dads’,
acA

(61)

where (c) holds because lim; .o ' fs,esp(s — 8, t,m)
VoV7™ (s')ds’ = 0. Then, taking the expectation over the
initial state, we have

Vod(mg)
_ / D) VoV T (s)ds

= /po(s)/ Z’ytp(s—> st mp)
s 5" =0

x / Voma(als') (Q™ (5", a) —a(log m(als’))dads'ds
acA
1 !/ / !/
= — Pr(s mo(als
L =7 Jyes ) ac€A )

TRt (@ (s ) - alogmlals)dads

@ 1
= EESNDW Ja~me{ Vo logm(als)

x (Q™(s,a) = V™ (s) — alogmg(als)) },
where the term V™ (s) in (d) is the baseline to reduce the vari-
ance in practical implementations, and it does not introduce
any bias due to the following derivation,

Esnpranmy{Vologmo(als)V™ (s)}
= / p,r(s)/ Vomo(a|s)V™ (s)dads
s€S ac€A

- [

acA

(62)

mo(als)da) V7 (s)ds = 0.
(63)
O
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